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In this e-guide: 

While cloud has established itself as the preferred way for 

many enterprises to consume IT resources, organisations in 

some vertical markets have taken markedly longer to come 

round to its charms. 

Chief among them is the financial services sector, but 2018 has 

seen a marked rise in the number of banks, building societies 

and insurance companies going public with their cloud 

migration plans, and the same is true in the public sector. 

Despite the government’s long-standing cloud-first mandate for 

central government departments, regulatory, data security and 

sovereignty concerns have made it hard for some to really get 

moving on cloud, but progress picked up noticeably in 2018. 

There have been several major changes within the supplier 

community, including high-profile senior management 

changes, business strategy tweaks and merger news, that hint 

http://www.computerweekly.com
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at a market that is coming of age, while still having to work 

through its growing pains. 

With this as a backdrop, Computer Weekly takes a look at the 

top 10 cloud stories of 2018. 

Caroline Donnelly, datacentre editor 
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 IBM acquires Red Hat in $34bn hybrid 
cloud push 

Caroline Donnelly, datacentre editor 

IBM has agreed to acquire enterprise open source software giant Red Hat for 

$34bn to bolster its hybrid cloud proposition. 

News of the deal emerged over the weekend, before being confirmed on 

Sunday 28 October 2018 in a joint statement from IBM and Red Hat’s senior 

leadership teams. 

In it, IBM CEO, chairman and president, Ginni Rometty, said the acquisition sets 

up both parties to take advantage of the opportunities that still exist to help 

enterprise make the move from on-premise systems to the cloud. 

“Most companies today are only 20% along their cloud journey, renting compute 

power to cut costs,” she said. “The next 80% is about unlocking real business 

value and driving growth. This is the next chapter of cloud.” 

“It requires shifting business applications to hybrid cloud, extracting more data 

and optimising every part of the business, from supply chains to sales.” 

http://www.computerweekly.com
https://www.computerweekly.com/news/252439214/Executive-Interview-Werner-Knoblich-Red-Hat
https://www.computerweekly.com/news/252439214/Executive-Interview-Werner-Knoblich-Red-Hat
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According to IBM, the fact 80% of enterprise workloads are yet to move to the 

cloud is because of the difficulties companies face when trying to migrate 

applications between providers who make up the “proprietary” cloud market. 

Therefore, by teaming up with Red Hat, it is claimed both parties will be better 

positioned to help enterprises move more of their applications and workloads 

off-premise. “The acquisition of Red Hat is a game-changer. It changes 

everything about the cloud market,” said Rometty. 

The two companies claim to have been working together for 20 years, with IBM 

citing its early support for Linux, and how this paved the way for further 

collaboration with Red Hat over making the open source software enterprise-

ready. 

 

“These innovations have become core technologies within IBM’s $19bn hybrid 

cloud business. Between them, IBM and Red Hat have contributed more to the 

open source community than any other organisation,” the joint statement said. 

Once the deal completes, which is expected to be in the latter half of 2019, Red 

Hat will be incorporated into IBM’s hybrid cloud business unit, where it will 

continue to operate as a standalone division. 

This in turn will, according to the Jim Whitehurst, president and CEO of Red 

Hat, provide the organisation with the resources it needs to scale-up its 

http://www.computerweekly.com
https://searchcloudcomputing.techtarget.com/news/252451557/IBM-Red-Hat-juggernaut-targets-hybrid-clouds
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business further while retaining its ability to champion causes of its own within 

the open source space. 

As such, Whitehurst will stay on to lead Red Hat, as well as being inducted into 

the IBM senior management team, reporting directly to Rometty. 

“Joining forces with IBM will provide us with a greater level of scale, resources 

and capabilities to accelerate the impact of open source as the basis for digital 

transformation and bring Red Hat to an even wider audience – all while 

preserving our unique culture and unwavering commitment to open source 

innovation,” he said. 

Rival platforms 

IBM is far from the only cloud company courting the open source community, as 

Microsoft and Google are both championing the creation of non-proprietary 

cloud platforms that – in due course – will make it easier for enterprises to adopt 

both hybrid and multi-cloud strategies, while avoiding the risk of supplier lock-in. 

This is also an area that Red Hat has played an important role in, having 

embarked on multi-cloud-focused technology partnerships with Amazon Web 

Services, Microsoft, Google, IBM and Alibaba in the past. 

“IBM is committed to being an authentic multi-cloud provider, and we will 

prioritise the use of Red Hat technology across multiple clouds,” said Arvind 

Krishna, senior vice-president of IBM Hybrid Cloud. 

http://www.computerweekly.com
https://www.computerweekly.com/news/252449432/Open-for-business-Microsoft-on-using-cross-industry-collaboration-to-drive-AI-use-in-enterprise
https://www.computerweekly.com/news/252450825/Google-Cloud-CTO-Brian-Stevens-on-using-open-source-for-competitive-advantage-in-the-public-cloud
https://www.computerweekly.com/news/252450825/Google-Cloud-CTO-Brian-Stevens-on-using-open-source-for-competitive-advantage-in-the-public-cloud
https://www.computerweekly.com/news/252439214/Executive-Interview-Werner-Knoblich-Red-Hat
https://www.computerweekly.com/news/252439214/Executive-Interview-Werner-Knoblich-Red-Hat
https://www.computerweekly.com/news/252439214/Executive-Interview-Werner-Knoblich-Red-Hat
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“In doing so, IBM will support open source technology wherever it runs, allowing 

it to scale significantly within commercial settings around the world.” 

  

 Next Article 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.computerweekly.com


 

 

Page 8 of 44 

Top 10 cloud stories of 2018 

  

 MoJ to go all-in on public cloud as 
infrastructure modernisation push gathers 
pace 

Caroline Donnelly, datacentre editor 

The Ministry of Justice (MoJ) has vowed to go all-in on the public cloud, and 

claims doing so will help the department cut its overall IT hosting costs by 60%. 

The organisation is working towards creating a Kubernetes-based cloud-native 

infrastructure, the MoJ’s head of hosting, Steve Marshall, revealed in a blog 

post, as part of a wider push to consolidate, modernise or retire large portions of 

its legacy IT systems. 

“Where systems can’t be moved directly to modernisation infrastructure in the 

public cloud, we’re moving them to new, more cost-effective retirement 

infrastructure environments that give us more control,” wrote Marshall. “From 

there, we can work out how best to move them to the cloud or eventually turn 

them off.” 

The blog post does not make it explicitly clear exactly how the department’s 

public cloud hosting requirements will be met, in terms of whether it plans to 

favour a single provider or engage with multiple parties to fulfil its needs. 

http://www.computerweekly.com
https://www.computerweekly.com/news/450304951/Ministry-of-Justice-IT-systems-are-fragile-and-precarious-say-MPs
https://www.computerweekly.com/ehandbook/A-Computer-Weekly-buyers-guide-to-public-cloud
https://mojdigital.blog.gov.uk/2018/10/15/how-were-making-our-hosting-simpler-more-cost-effective-and-more-modern/
https://mojdigital.blog.gov.uk/2018/10/15/how-were-making-our-hosting-simpler-more-cost-effective-and-more-modern/
https://www.computerweekly.com/ezine/Computer-Weekly/Building-on-legacy-IT
https://www.computerweekly.com/news/252450342/Businesses-must-get-ready-for-a-multi-cloud-strategy
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In an interview with Computer Weekly at the start of 2018, the MoJ’s chief digital 

and information officer, Tom Read, referenced moving more of the department’s 

large legacy systems into the public cloud, where it already has engagements in 

place with Amazon Web Services (AWS) and Microsoft. 

In line with this, Marshall’s post goes on to state the department has already 

made great strides on its digital transformation journey, with all of the IT 

systems that support the prison and probation service now running in the public 

cloud. 

“We want our teams to be able to deliver the best services they can, and 

continually improving our hosting estate helps do this while dramatically 

reducing how much we spend to run all of our services,” Marshall continued. 

“We’ve made great progress on this so far. We’re saving tens of millions of 

pounds moving things out of retirement infrastructure and turning off things we 

don’t need. We’re also modernising our cloud infrastructure, and building new 

things with longevity and ease of maintenance in mind from day one,” he added. 

On this point, the post goes on to talk about the work the MoJ is putting into 

ensuring its cloud setup is built in an “evergreen” way, that allows it to be 

continuously updated and improved with minimal impact on users. 

http://www.computerweekly.com
https://www.computerweekly.com/news/450433270/CIO-interview-Tom-Read-CDIO-Ministry-of-Justice
https://www.computerweekly.com/ehandbook/The-digital-enterprise-Moving-from-experimentation-to-transformation
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“We’re also keeping an eye on other architectures (like serverless computing) to 

make sure we’re always ready for what’s coming next, and can keep moving our 

systems into the best hosting infrastructure the future has to offer,” he wrote.   
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 JEDI cloud contract looms large for 
customers, providers 

Trevor Jones, guest contributor 

Public sector IT and private sector IT can be very different animals, but a 

looming decision by the Department of Defense has the potential to send shock 

waves through both sides of the IT world. 

The Department of Defense is preparing to accept bids for a potential 10-year, 

$10 billion Joint Enterprise Defense Infrastructure (JEDI) contract for cloud 

services as it modernizes and unifies its IT infrastructure. The JEDI cloud deal’s 

winner-take-all parameters could result in one of the largest windfalls in the 

history of the market, but also reinforce perceptions in the private sector — that 

AWS’ decade-plus stronghold on the market is even more dominant, or that a 

challenger will assert itself as a viable alternative. 

It wouldn’t be the first time a federal cloud contract moved the needle in the 

private sector. Perceptions about the security of cloud infrastructure changed 

several years ago as big banks and well-known corporations gave their stamp 

of approval, but a public sector deal in 2013 stood out with many customers, 

when AWS won a $600 million contract to build a private cloud for the CIA. As 

will be the case with the JEDI contract, there were technical differences 

http://www.computerweekly.com
https://searchaws.techtarget.com/opinion/CIA-invests-in-the-AWS-cloud-despite-security-concerns
https://searchaws.techtarget.com/blog/AWS-Cloud-Cover/AWS-GovCloud-lags-behind-private-sector-but-thats-changing
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between the infrastructure the spy agency could access compared to the rest of 

the AWS customer base, but many corporate decision-makers have argued that 

if AWS security is good enough for the CIA, it’s certainly good enough for them. 

At the very least it provided an extra layer of comfort for the choices they made. 

The JEDI cloud deal would have less impact on AWS today, as the company 

brought in more than $5 billion in revenues in its latest quarter alone. Still, the 

$10 billion contract would dwarf the 2013 CIA deal, and similarly echo across 

the entire cloud market. Cloud computing is a very capital-intensive, potentially 

very profitable business — a decade-long cash infusion on that scale would 

nicely buffer against the torrid growth required for a provider to compete in the 

hyperscale market. 

But AWS isn’t the only cloud vendor making inroads with the federal 

government. Microsoft signed a deal in May, reportedly worth hundreds of 

millions of dollars, to provide cloud-based services to the U.S. Intelligence 

Community. The JEDI cloud contract would be an even bigger feather in 

Microsoft’s cap as it tries to lure companies to its Azure public cloud. 

“If the award goes to Amazon it would tend to expand its lead in the market,” 

said Andrew Bartels, a Forrester Research analyst. “If it goes to Microsoft it 

would boost Microsoft Azure, not into the lead, but it would make it more of a 

two-horse competition.” 

http://www.computerweekly.com
http://phx.corporate-ir.net/External.File?item=UGFyZW50SUQ9NjkzMTU4fENoaWxkSUQ9NDA0MzYyfFR5cGU9MQ==&t=1
https://www.bloomberg.com/news/articles/2018-05-16/microsoft-wins-lucrative-cloud-deal-with-intelligence-community
https://www.bloomberg.com/news/articles/2018-05-16/microsoft-wins-lucrative-cloud-deal-with-intelligence-community
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The JEDI contract would be an even bigger boon to IBM or Oracle, which have 

histories with the public sector but struggle to keep pace in the public cloud 

market. IBM has publicly tossed its hat into the RFP ring for this contact, and 

much of the public attention on this deal sprang from a private dinner between 

President Donald Trump and Oracle CEO Safra Katz in which she reportedly 

told the president the contract heavily favored AWS. 

And what about Google Cloud Platform? It’s often lumped in with AWS and 

Azure for its technical prowess but it hasn’t resonated as much with the 

enterprise market, and a deal of this size would turn heads. But Google recently 

pulled out of another Defense contract amid employee concerns about the use 

of its AI capabilities, and it hasn’t said publicly whether it will seek this JEDI 

cloud contract. 

The government believes the contract is so critical to its defense mission that it 

must align with a single partner for the next ten years. The counter argument is 

that cloud technology, capabilities and vendors change so rapidly that such a 

lengthy contract would lock in and limit the government’s options, said Jason 

Parry, vice president of client solutions at Force 3, an IT provider that contracts 

with the federal government. 

An updated solicitation for input from the Defense Department was supposed to 

be published by the end of May. The delay is likely due to the volume of 

responses the government received, Parry added. The DoD has since declined 

to give a timeline on when the latest request would become available. 

http://www.computerweekly.com


 

 

Page 14 of 44 

Top 10 cloud stories of 2018 

“It will be very interesting to see if they take the input provided and release 

something that people feel is more aligned with where the industry is headed, or 

if they stick with a single award,” he said. 

Forrester’s Bartels recommends that the government split the JEDI cloud 

contract among multiple vendors to preserve flexibility and keep providers on 

their toes. But regardless of who wins, the deal will inevitably serve as another 

marker in the growth of this market. 

“It validates adoption of cloud more broadly,” he said. “In a sense it reinforces 

the notion that your company can trust the security of cloud platform services.” 

  

 Next Article 
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 AWS storage outage knocks US-hosted 
websites and cloud services offline 

Caroline Donnelly, datacentre editor 

The Amazon Web Services (AWS) cloud storage service experienced technical 

difficulties in the US overnight, which had knock-on effects for a number of high-

profile websites and service providers. 

A number of organisations that rely on the company’s Simple Storage Service 

(S3) to store data, host websites and run their cloud-based services were hit by 

connectivity issues for several hours due to problems relating to the company’s 

US East-1 datacentre region in Virginia. 

Those affected by the downtime include cloud-based collaboration service 

provider Box, online messaging service Slack, and web-connected device 

manufacturer Nest, while industry estimates suggest around 20% of the internet 

was affected. 

At its peak, the issue even prevented AWS from updating users about the 

situation via its service status page. 

http://www.computerweekly.com
https://status.box.com/
https://status.box.com/
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At the time of writing, AWS has released little detail about the root cause of the 

problem, which resulted in users being presented with error messages while 

trying to use the service. 

Computer Weekly contacted AWS for further details about the outage, and was 

directed by a company spokesperson to the AWS service status page for further 

information. 

In the meantime, industry watchers have been quick to suggest that AWS 

customers could do more to protect themselves when outages occur. Shawn 

Moore, CTO of web experience platform Solodev, pointed to the number of its 

customers that were unaffected by the downtime. 

This is because they run their services across multiple datacentre availability 

zones, which more users should be doing for disaster recovery purposes, said 

Moore. 

 

“The difference is, the ones who have fully embraced Amazon’s design 

philosophy to have their website data distributed across multiple regions were 

prepared,” he said. 

“This is a wake-up call for those hosted on AWS and other providers to take a 

deeper look at how their infrastructure is set up and emphasises the need for 

redundancy – a capability that AWS offers, but it is now being revealed how few 

were actually using.” 

http://www.computerweekly.com
https://searchaws.techtarget.com/news/450414088/AWS-disruption-wreaks-havoc-for-Amazon-S3-users
https://www.computerweekly.com/search/query?q=Cloud+outage
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Matt Hodges-Long, managing director of UK-based business continuity provider 

Continuity Partner, shares this view, and said cloud users should never assume 

they’re immune to downtime. 

“The likes of Amazon are resilient providers, generally, and probably more 

resilient than doing it yourself or using on-premise hosting, but there is a real 

concentration risk around these mega-providers, like AWS, Azure and Google, 

where if it does go wrong it takes down a lot of sites,” he said. 

“But, really, every firm should assume and plan for outages and think about 

what they’re going to do if AWS falls over, because if you’re providing a service 

to your clients that is completely dependent on AWS and they go down, what 

are you going to do?” 

  

 Next Article 
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 Amazon and Apple deny claims Chinese 
government bugged their servers 

Caroline Donnelly, datacentre editor 

Amazon Web Services (AWS) is one of a number of tech firms to publicly refute 

claims made in a Bloomberg report that its servers were bugged by Chinese 

government agents. 

The article, published by Bloomberg BusinessWeek, claims the Chinese 

government deployed surveillance chips into servers made by hardware 

manufacturer SuperMicro, and used by Apple, Amazon and various US public 

sector organisations. 

The report alleges that the chips, described as being the size of a grain of rice, 

could be used by attackers to create a “stealth doorway into any network that 

included the altered machines”, and were installed on the server motherboards 

by subcontractors working in SuperMicro’s supply chain. 

The recipients of these servers allegedly included video data compression 

software provider, Elemental, which Amazon acquired in 2015 in a deal 

overseen by its AWS cloud services arm. 

http://www.computerweekly.com
https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies
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According to the Bloomberg article, the presence of the nefarious chips came to 

light during some pre-acquisition due diligence, prompting Amazon to report the 

discovery to the US authorities and an investigation ensued revealing around 30 

other companies had been affected too. 

These include consumer electronics giant Apple, which the report claims was on 

the cusp of placing an order for more than 30,000 server units for installation in 

its datacentres, before details of the chip’s existence came to light. It is claimed 

Apple severed ties with SuperMicro in 2015 for “unrelated reasons”. 

The report further claims the alleged discovery of the chips within Elemental’s 

servers resulted in Amazon carrying out a large-scale audit of its SuperMicro 

server estate, resulting in similar surveillance chips being discovered in a 

datacentre it operates in Beijing. 

It then goes on to infer this may have been a factor in Amazon’s decision to sell 

off the facility to a local operator in November 2016. 

AWS chief information security officer, Stephen Schmidt, described the article 

as “erroneous” in a lengthy blog post, before stating that it has never found any 

issues pertaining to “modified hardware or malicious chips” in any SuperMicro 

server mother boards used by Elemental or Amazon as a whole. 

http://www.computerweekly.com
https://www.computerweekly.com/feature/AWS-cloud-security-Amazon-CISO-shares-secrets-to-building-secure-cloud-products
https://aws.amazon.com/blogs/security/setting-the-record-straight-on-bloomberg-businessweeks-erroneous-article/
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“When Amazon was considering acquiring Elemental, we did a lot of due 

diligence with our own security team, and we commissioned a single external 

security company to do a security assessment for us as well,” wrote Schmidt. 

“That report did not identify any issues with modified chips or hardware. As is 

typical with most of these audits, it offered some recommended areas to 

remediate, and we fixed all critical issues before the acquisition closed. 

“This was the sole external security report commissioned. Bloomberg has 

admittedly never seen our commissioned security report nor any other – and 

refused to share any details of any purported other report with us.” 

Schmidt also goes on to deny claims that the offending chips were found in an 

Amazon datacentre in Beijing, and therefore had no bearing on its decision to 

offload the facility. 

“This claim is similarly untrue. We never found modified hardware or malicious 

chips in servers in any of our datacentres. And this notion that we sold off the 

hardware and datacentre in China… because we wanted to rid ourselves of 

SuperMicro servers is absurd.” 

Apple has issued a similarly comprehensive public rebuttal of the article’s 

claims, while SuperMicro and the Chinese government have also released 

denials of their own. 

http://www.computerweekly.com
https://www.apple.com/uk/newsroom/2018/10/what-businessweek-got-wrong-about-apple/
https://www.bloomberg.com/news/articles/2018-10-04/the-big-hack-amazon-apple-supermicro-and-beijing-respond
https://www.bloomberg.com/news/articles/2018-10-04/the-big-hack-amazon-apple-supermicro-and-beijing-respond
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 Like the AWS blog post, Apple’s statement denies claims it has ever found 

“malicious chips” or “hardware manipulations” in any of its servers, and disputes 

allegations made to this effect elsewhere in the article, and that this prompted it 

to report the discovery to the FBI. 

“Apple never had any contact with the FBI or any other agency about such an 

incident. We are not aware of any investigation by the FBI, nor are our contacts 

in law enforcement,” the statement continues. 

“Apple has always believed in being transparent about the ways we handle and 

protect data. If there were ever such an event as Bloomberg News has claimed, 

we would be forthcoming about it and we would work closely with law 

enforcement. 

“Apple engineers conduct regular and rigorous security screenings to ensure 

that our systems are safe. We know that security is an endless race and that’s 

why we constantly fortify our systems against increasingly sophisticated hackers 

and cyber criminals who want to steal our data.” 

  

 Next Article 
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 AWS fleshes out cloud database 
proposition, while taking aim at Oracle 

Caroline Donnelly, datacentre editor 

Amazon Web Services (AWS) has upped the ante in its ongoing war of words 

with Oracle by taking a series of pot-shots at its rival while showcasing a 

growing database portfolio at Re:Invent 2017. 

The cloud services giant used the second-day keynote of its Re:Invent partner 

and customer conference in Las Vegas to share details of its expanding 

database software portfolio. 

As such, the firm announced new features for its incumbent technologies, 

Aurora and DynamoDB, including multi-region support so users can scale out 

their database reads and writes across multiple datacentres, and debuted its 

graph database technology, Amazon Neptune. 

While introducing the products, AWS CEO Andy Jassy said the expansion of its 

database portfolio was being driven by a customer revolt against “abusive 

relationships” enterprises sometimes find themselves in when working with 

commercial-grade database providers, before singling out Oracle as an 

example. 

http://www.computerweekly.com
https://www.computerweekly.com/news/450429043/AWS-continues-to-power-Amazon-profits
https://www.computerweekly.com/news/450426623/Oracle-announces-simplified-pricing-model-for-cloud-computing
https://reinvent.awsevents.com/
https://searchaws.techtarget.com/news/450431169/AWS-database-services-eye-globally-distributed-apps
https://searchaws.techtarget.com/news/450431169/AWS-database-services-eye-globally-distributed-apps
https://searchaws.techtarget.com/news/450431069/AWS-managed-services-move-up-the-stack-into-IoT-containers
http://phx.corporate-ir.net/phoenix.zhtml?c=176060&p=irol-newsArticle&ID=2319206


 

 

Page 23 of 44 

Top 10 cloud stories of 2018 

“These are companies that are very expensive, have lock-in and are proprietary, 

[and] really are abusive to their customers. They don’t care very much about 

their [customers],” he said. 

“Earlier this year, Oracle – overnight – doubled the price of their software to run 

on AWS and Microsoft. Who does that to their customers? Someone who 

doesn’t care about their customers [and] somebody who views customers as a 

means to their financial ends.” 

Echoing comments he’d made the previous day during the Partner Summit 

keynote at Re:Invent, Jassy claimed enterprises were increasingly looking to 

move away from proprietary, legacy database providers for performance and 

cost reasons. 

“[That’s] why customers are trying to move as fast as they can to the open 

database engines. These are engines like MySQL, PostGres and MariaDB,” he 

said. “To get the same type of performance as you get on those commercial-

grade databases, it is possible, but it’s hard and takes work and it’s not easy to 

do. So customers asked us to try to thread that needle for them.” 

In a statement to Computer Weekly, an Oracle spokesperson said it would be 

unable to comment on the exact nature of what was said in the keynote, before 

going on to claim the contents of AWS’s cloud service level agreement (SLA) 

leave a lot to be desired. 

http://www.computerweekly.com
https://searchaws.techtarget.com/opinion/Learn-from-past-mistakes-to-avoid-Amazon-lock-in
https://www.computerweekly.com/news/450430856/AWS-CEO-says-enterprise-appetites-for-proprietary-database-tech-are-waning
https://www.computerweekly.com/news/450430856/AWS-CEO-says-enterprise-appetites-for-proprietary-database-tech-are-waning
https://www.computerweekly.com/news/450430856/AWS-CEO-says-enterprise-appetites-for-proprietary-database-tech-are-waning
https://searchoracle.techtarget.com/tip/MySQL-Community-Server-vs-Oracle-MySQL-databases
https://www.computerweekly.com/blog/Open-Source-Insider/Can-PostgreSQL-break-Salesforces-love-hate-Oracle-bind
https://www.computerweekly.com/news/450416860/First-MariaDB-user-conference-hails-renaissance-of-relational-model
https://searchaws.techtarget.com/tip/AWS-SLAs-guarantee-uptime-but-users-arent-off-the-hook
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“We would point to the AWS SLA caveats. These exclude unplanned downtime 

due to, among others, maintenance, software bugs, configuration changes, 

unplanned and planned, due to security patches,” the spokesperson said. 

“Oracle’s SLA will guarantee customers 99.995% availability, bringing planned 

and unplanned downtime to an average of less than 2.4 minutes per month, or 

30 minutes per year.” 

Reinvention and new innovations 

The database announcements were among 22 new products and services 

showcased during the keynote, with Jassy confirming this year’s Re:Invent 

should result in 70 additions being made to the firm’s growing portfolio of 

offerings. 

Such is the pace of product innovation at AWS, by the close of 2017 Jassy said 

the company would have rolled out more than 1,300 “significant” new services 

and products, with users of its technology able to take advantage of an average 

of 3.5 new services each day. 

Some of the announcements consisted of add-ons to existing products, 

including S3 Select and Glacier Select. These services are designed to speed 

up the time it takes users to extract specific pieces of data from these cloud 

storage repositories, and – in turn – improve the performance of the applications 

that depend on them. 

http://www.computerweekly.com
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The keynote also saw AWS flesh out its play in the container space, with the 

announcement of Amazon Elastic Container Service for Kubernetes and AWS 

Fargate, which Jassy said should help alleviate some of the heavy lifting users 

have to do when trying to make containerisation technologies run on AWS. 

“For customers that want to run Kubernetes on top of AWS, there is work to do. 

You have to deploy a Kubernetes master, and if you want high availability you 

have to do that across multiple availability zones and you have to configure 

them to talk to each other and load balance, and it’s just work. So they [the 

customers] asked if there is something we could do to make it a much easier 

ride,” he said. 

Democratisation of machine learning 

At Re:Invent 2016, the company outlined its commitment to lowering the 

technology and skills barriers to entry for enterprises wanting to 

incorporate machine learning and artificial intelligence capabilities into their 

customer-facing applications and services. 

During this year’s keynote, Jassy acknowledged there was still a lot of work to 

be done on this front, as the technology remains out of reach for many, but new 

additions to the company’s machine learning portfolio, such as Amazon Sage 

Maker, should help. 

http://www.computerweekly.com
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The aforementioned technology is billed as a managed service for developers 

and data scientists to use to help build, train and deploy their own machine 

learning models. 

Along with the roll-out of AWS Deeplens, a wireless video camera that aims to 

provide developers with hands-on experience of using machine learning, they 

represent a renewed push by Amazon to help enterprises side-step the skills 

shortages that risk keeping machine learning off-limits to them. 

“There just aren’t that many expert machine learning practitioners in the world. 

We’re training more at university, but there just aren’t that many,” he said. 

“Most of them end up living at the big technology companies, [but] if you want to 

enable most enterprises and companies to be able to use machine learning in 

an expansive way, we have to solve the problem of making it accessible for 

everyday developers and scientists.” 

  

 Next Article 
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 Barclays banks on agile and DevOps to 
tackle competitive threats in fintech 

Caroline Donnelly, datacentre editor 

Banking giant Barclays has opened up about the challenges and successes it’s 

had during its 18-month push to adopt agile working practices in all areas of its 

business. 

Speaking at the Enterprise DevOps Summit in London, Jonathan Smart, head 

of development services at Barclays, said agile processes and thinking are 

being incorporated in all areas of its business – not just IT. 

“We are not doing agile for agile’s sake. We are pursuing a strategy for the 

whole business to exhibit agility. When I say the whole business, I mean HR, 

auditing, security, compliance, the investment bank, the retail bank – 

everything,” he said. 

During the first 16 months of embarking on the initiative, the amount of 

“strategic spend” going into agile practices and processes has risen from 4% to 

more than 50%, and the company now has over 800 teams involved. 

http://www.computerweekly.com
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“That’s more than 10,000 people. We have more than 30,000 training 

attendances, and – far as we know – it’s the world’s largest and fastest agile 

adoption,” added Smart. 

The financial services sector is under immense competitive pressure from new 

and varied entrants to the market, including mobile-only banks and the likes of 

Apple and Google entering the mobile payments space, he said. 

“The investment in fintech [financial technology] startups is £10bn per annum, 

and records are being broken every single quarter for the amount of venture 

capital going into fintech startups,” he added. 

For this reason, incumbent firms – such as Barclays – need to ramp up their 

ability to innovate at scale and pace for the sake of their long-term survival, 

Smart added, which is where agile comes in. 

“There is a huge amount of disruption and innovation going on at the moment, 

and companies that do not change will not survive,” said Smart. “And its survival 

of the most adaptable.” 

Harder, better, faster 

Barclays is also responsible for processing payments that equate to 30% of the 

UK’s gross domestic product every single day, and using DevOps-style software 

development methods ensures its systems remain upright and 

operational, Smart added. 

http://www.computerweekly.com
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“It’s a better way of working. We don’t need any survival anxiety to show it is a 

better way of working. We know it reduces risk – delivery risk – and we know it 

increases quality,” he said. 

If there is an outage at Netflix, Smart said: "[it’s a case of] sorry you can’t binge-

watch Orange is the New Black." But in banking, an IT failure can have serious 

repercussion 

One of the big challenges the company faces is trying to balance the need for 

agility with the fact the financial services industry is one of the most highly 

regulated sectors in the world, he added. 

“If you want to deploy a one line piece of code, you will have to fill in 28 

artefacts. The average elapsed time to go through the process is 56 days, and 

we have a large number of project managers spending 20 days filling in forms 

[for a single piece of code],” he said. 

Despite this, the company is now pushing out updates to around 56% of its core 

applications every “nought to four weeks”, and has seen a marked decline in its 

lead times, while the complexity of the code its developers create has also 

fallen. 

Smart said the company’s agile efforts have been supported by the senior 

management team within Barclays since the start, which he cites as critical to 

http://www.computerweekly.com
https://www.computerweekly.com/news/450299014/High-performing-DevOps-teams-create-better-quality-code-research-suggests
https://www.computerweekly.com/feature/The-rise-of-the-robots-in-financial-services
https://devopsagenda.techtarget.com/opinion/Undercapitalization-is-the-disease-developer-burnout-the-symptom


 

 

Page 30 of 44 

Top 10 cloud stories of 2018 

the success it’s seen so far. 

 

“I speak to many people at firms in other industries and in financial services that 

are trying to move the needle on agile and DevOps, and they’re not succeeding 

because they don’t have the buy-in from the top,” he said. 

Another important factor was getting support for the huge organisational change 

the company was embarking on from the bottom up, said Smart, which it 

achieved through the creation of “communities of practice”. 

“We have 35 communities of practice with 10,000 members of staff, who are 

voluntary. We also have 2,500 people in the agile community of practice. So we 

have that groundswell of passionate practitioners to help us on that journey,” he 

said. 

Next on the agenda is increasing the engagement of its middle management 

teams on agile matters. 

“Leadership training is something we’re not doing enough of – we need to do 

more of it. The same with any culture change – it’s the pressurised middle. 

Senior management get it, the troops get it, but it’s the people in the middle who 

have to deliver, come hell or high water, that we need to get on board,” he 

added. 

  

 

http://www.computerweekly.com
https://www.computerweekly.com/resources/IT-education-and-training
https://www.computerweekly.com/resources/IT-education-and-training
https://www.computerweekly.com/search/query?q=financial+services


 

 

Page 31 of 44 

Top 10 cloud stories of 2018 

  
 

 Google Cloud CEO Diane Greene on how 
its enterprise-readiness push is paying off 

Caroline Donnelly, datacentre editor 

Google Cloud CEO Diane Greene has revealed details of how the firm has 

doubled-down on its efforts to court the business user community, after analysts 

said it could take the firm up to a decade to ready its cloud platform for 

enterprise use.  

During the opening keynote of the Google Cloud Next Conference 2018 in San 

Francisco, Greene said the firm has made a concerted effort, on several fronts, 

over the past two years to address misconceptions that its cloud services are 

not enterprise-ready.  

“Two years ago at [Google Cloud Next], I had a meeting with the industry 

analysts and they gave me a lot of hard feedback that we were not enterprise-

ready and, judging from other companies they had seen trying to get enterprise, 

it might take 10 years. So we buckled down, [and] we took the challenge,” she 

said. 

These efforts have included rolling out tailored cloud offerings, designed to meet 

the specific needs of particular vertical markets, including financial services, 

http://www.computerweekly.com
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public sector, retail and media and entertainment, paving the way for a number 

new enterprise account wins.  

These include US retail giant Target, whose chief information and digital officer, 

Mike McNamara, told attendees at the show about how migrating to the Google 

Cloud Platform enabled the company’s website to withstand seasonal holiday 

traffic spikes, prompted by once-a-year sales events, such as Cyber Monday 

and Black Friday.  

McNamara, who joined the firm three years ago, said the company had been 

“dangerously late on digital”, and the first Cyber Monday sales event he 

oversaw during his tenure at the firm was a “fairly miserable affair”, marred by 

defective database that caused knock-on performance issues for its website.  

“There was nothing we could do [aside from] throttle traffic to the site and limp 

through the rest of the day. As it happens, we had a huge sales day, but we 

upset hundreds of thousands of our customers and we left tens of millions of 

dollars on the table,” he said. 

“By the time my second Cyber Monday had come around, we’d moved 

Target.com to the cloud and – rather alarmingly – yet again, a key database 

began to overheat, but this time it was different. 

“This time, with the execution of a few simple commands, we spun up a new 

database, on a bigger server, transferred all the data across and redirected the 

http://www.computerweekly.com
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traffic. The whole affair lasted about 20 minutes. Our [customers] never noticed, 

and the sales kept rolling in.”   

As well as winning over newcomers to the cloud, Greene said the firm is also 

succeeding in usurping Amazon Web Services (AWS) in the affections of some 

enterprises, before going on to confirm that online gaming giant, Unity, had 

recently jumped ship from there to the Google Cloud Platform.  

She also name-checked film and TV streaming service Netflix, one of AWS’s 

longest-standing reference customers, as a power user of its G-Suite portfolio of 

business productivity and collaboration tools, before going on to announced a 

newly formed technology tie-up between Google and the National US National 

Institutes of Health (NIH). 

As such, Google has become the first commercial participant in the NIH’s push 

to lower the cost and technological barriers to providing biomedical researchers 

with access to the huge datasets they need to uncover new medical advances, 

which will be stored on its cloud servers.  

As for why these organisations are opting to use the Google Cloud, 

Greene cited the firm’s focus artificial intelligence (AI), security and engineering 

and innovation, pointing out the number of techies the firm employs vastly 

outweighs the number of sales staff it has. 

http://www.computerweekly.com
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“We’re proud of being cutting edge, but we’re also proud of having the table 

stakes an enterprise needs. We’ve been doing what the regulators and industry 

analyst have been telling us to do,” she added. 
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 VMware takes layered approach to 
securing datacentres 

Cliff Saran, managing editor 

VMware has unveiled a layered approach to secure datacentre applications 

using software-defined networking to encapsulate workloads. 

In his keynote presentation at VMworld, Pat Gelsinger, CEO at VMware, said: 

“Security is broken.” He explained that although security spending is growing, 

the cost of fixing problems and the number of breaches are growing more 

quickly than security spending.  

“Today we build applications not knowing the infrastructure,” he said. 

To provide effective security, organisations need ways to shrink the attack 

surface exposed by modern applications and find ways to align security controls 

to the applications as they move around environments, said Gelsinger. 

At its heart, VMware’s security model uses AppDefense, which builds on 

VMware’s strategy of applying least privilege to end-user computing devices 

with VMware AirWatch, user access with VMware WorkSpace ONE, and the 

network with VMware NSX and micro-segmentation. 

http://www.computerweekly.com
https://www.computerweekly.com/ehandbook/A-Computer-Weekly-buyers-guide-to-software-defined-networking-in-the-enterprise
https://searchvmware.techtarget.com/tip/VMware-extends-NSX-micro-segmentation-to-AppDefense
https://searchvmware.techtarget.com/tip/VMware-extends-NSX-micro-segmentation-to-AppDefense


 

 

Page 36 of 44 

Top 10 cloud stories of 2018 

AppDefense enables organisations to understand how applications are running 

in their virtualised datacentres and private, public or hybrid clouds. 

The idea is to learn, lock and adapt, to shrink the attack surface of datacentres, 

said Gelsinger.  

“You can segment a network around any application through micro-

segmentation,” he said.  

This provides a layer of security around the virtualised application. If the 

application is hacked, micro-segmentation limits the extent to which a hacker 

can break into the winder corporate network, said Gelsinger.  

The company also uses machine learning to understand how an application 

should run, he added. “We use a manifest to learn good behaviour on virtual 

machines, then detect deviations.”  

 

The machine learning model is adaptive to minimise false positives, said 

Gelsinger, and the technology is being rolled into vSphere Platinum.  

“This is the future,” he said. “Use the VM to learn an application’s behaviour and 

guarantee uptime. No one should ever run a VM without turning on the security 

first.  

“Adaptive micro-segmentation in NSX and AppDefense allows you to adapt to 

the behaviour of the running application.” 

http://www.computerweekly.com
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 From open clouds to open infrastructure: 
OpenStack's evolution continues 

Caroline Donnelly, datacentre editor 

The range of use cases that OpenStack’s technology can be applied to has 

broadened significantly in recent years, beyond simply providing organisations 

with a means of standing-up their own open-source-based private and public 

cloud environments. 

The output of the open source community that supports OpenStack has paved 

the way for the telecommunications industry, for example, to embrace the 

concept of Network Function Virtualisation (NFV), and provide it with a means of 

building edge computing environments. 

Its contributors have also laid the groundwork for the Foundation to offer greater 

support for application developers with its forays into containers and continuous 

integration too. 

In line with these developments, the Foundation has now sought to reposition 

itself in a way that fully encapsulates everything that OpenStack has to offer 

enterprises now – which is access to Open Infrastructure. 

http://www.computerweekly.com
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The Foundation has, by its own admission, previously struggled with how best 

to communicate to enterprises what exactly its technology does and how it 

stands to benefit them, but Open Infrastructure is succinct cover-all, said 

OpenStack Foundation chair Alan Clark. 

Not only in terms of the technologies that come under the OpenStack umbrella, 

but also in the Foundation’s attitude towards working with adjacent open source 

communities, continues Clark. 

“The Open Infrastructure tagline is also because we recognised the need to not 

just support OpenStack, but all those other technologies, and you also want to 

make sure your infrastructure is viable, not just for today but tomorrow as well,” 

he said. 

 “We know there will be new technologies [emerging], so you have to make sure 

you have the infrastructure in place for these new ideas and technologies, and 

the vision going forward is that we’re the open infrastructure to be built on.” 

During the opening keynote at the OpenStack Summit in Vancouver, the 

Foundation’s chief operating officer, Mark Collier, said the Open Infrastructure 

concept is also reflective of the growing pressure IT operators are under to build 

software stacks that meeting a wide variety of use cases. 

“One of the most interesting developments in infrastructure and cloud in general 

[at the moment] is that our operators are being asked to do more for their 

businesses and end users,” said Collier 

http://www.computerweekly.com
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“People expect their infrastructure to handle artificial intelligence, machine 

learning, [and] containers are really a given these days at various levels of the 

stack because of how powerful they can be, and people are starting to 

experiment with serverless. 

“This is the world the operators live in right now – more pressure on cost and 

compliance, and more pressure to deliver additional functionality in their clouds, 

and on top of the functionality piece they are also being asked to do it in more 

places.” 

A new era of openness for OpenStack 

While the Vancouver Summit essentially marks the start of the “Open 

Infrastructure” era at OpenStack, the Foundation has been laying the 

groundwork for its repositioning at its previous meetups, with Clark describing 

the Boston conference in May 2017 as being a pivotal moment. 

It was here, Clark explains, a number of key decisions about the future direction 

of OpenStack were hammered out, including how to forge closer, collaborative 

ties with other open source initiatives, while clearing up the confusion about 

what OpenStack is all about. 

A major contributor to this confusion was the introduction of the Big Tent 

governance model in 2015, and the resulting overhaul in how OpenStack 

project are defined. 

http://www.computerweekly.com
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Whereas contributors previously had to petition to have their projects included in 

an integrated OpenStack release before they could start work on them, under 

the Big Tent approach, they were given the green light to start working on them 

provided they adhered to certain OpenStack community guidelines. 

“We had people really confused, and one of the things that came out of the 

strategy session [in Boston] is that we still had people asking what is 

OpenStack?” he said. 

“We’d introduced this notion of Big Tent and it caused confusion to users about 

what was really OpenStack, but we still needed a mechanism to enable 

innovation and new ideas.” 

Open integration push 

The Boston summit laid the groundwork for the Foundation to announce a multi-

year commitment, at its Sydney Summit in November 2017, to addressing the 

integration challenges enterprises commonly come up against when trying to 

build heterogeneous, open source-based infrastructure stacks. 

Several months later, in February 2018, a whitepaper followed that saw the 

Foundation make a case for the creation of a cross-industry coalition to address 

the stumbling blocks that may serve to hinder the adoption of edge computing in 

the years to come. 

http://www.computerweekly.com
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“We’re seeing the fruits of [those initiatives] all delivering dramatically,” said 

Clark. 

This has seen the Foundation develop closer working relationships with open 

source platform-as-a-service Cloud Foundry, and with the Cloud Native 

Computing Foundation (CNCF), who look after the container orchestration 

engine, Kubernetes. 

“Each community is a little different, so how we [forge ties with them] is very 

different. Some don’t need a lot of interaction – they just need to know what our 

interfaces are like. Others have been much more directed by us,” he said 

“A good example of that is with the Kubernetes community. We have a special 

interest group that is focused on Kuberetes integration, who have come up with 

code to improve the integration [with OpenStack].” 

Commitment to Open Infrastructure 

Another show of the Foundation’s commitment to the Open Infrastructure cause 

can be seen in its decisions to spin out a couple of projects that started life 

within OpenStack to ensure they reach as wide an audience as possible, added 

Clark. 

These include the open source continuous integration tool, Zuul, which allows 

OpenStack users to automate large parts of their software development cycles, 

and is now managed as an independent project by the Foundation. 

http://www.computerweekly.com
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The Foundation also used the Vancouver to debut the first release of its 

hardware agnostic container management software, Kata Containers, which 

boasts compatibility with similar offerings from the Open Container Initiative and 

Kubernetes. 

The latter is designed to address user concerns around container security, 

continued Clark, but both offerings should be viewed as OpenStack practicing 

what it preaches about the importance of ensuring open source communities 

from adjacent communities play nicely together. 

Clearing up the cloud confusion 

One of the biggest criticisms levelled at OpenStack during the Big Tent era is 

that it made it difficult for users to differentiate between the core and periphinery 

pieces of its stack, and – in turn – what parts were absolutely critical to standing 

up private clouds in their datacentres. 

As alluded to by Clark, the Foundation has made a concerted effort over the last 

couple of years to bring some clarity to the situation by culling under-performing 

projects. But Mark Shuttleworth, co-founder of Ubuntu OpenStack distribution 

maker Canonical, claims there is scope to take these efforts even further. 

“In the past I’ve been critical of the Foundation for not being clear enough about 

what you needed to stand up an Openstack cloud,” he told Computer Weekly at 

the Summit. 
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“I would still like them to say these seven pieces of code are OpenStack, and if 

you have those seven pieces of code, that do a great job of running a cloud, 

you’re good, and I think it would be in their best interests to.” 

Given his support of the Foundation’s past efforts to streamline the number of 

projects running under OpenStack, what does he make of the Open 

Infrastructure concept, and its implied messaging that there is much more to 

what does than pure cloud. 

“They started that process of simplifying the definition of OpenStack, but then 

they said we’re not just OpenStack anymore. Can they manage that dance? 

Let’s give them the benefit of the doubt for now,” he said. 

“Some of the new things they’ve embraced aren’t in their cloud of stuff around 

OpenStack, like Kata Containers and Zuul - they’re really different, so maybe 

there is some argument for saying there are other classes of infrastructure.” 
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