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Browse the internet, and you’ll see who makes headlines: 

hackers, incompetent or disgruntled employees, and 

unsecured devices and apps brought in through shadow 

IT. However, the biggest culprit of all is poorly executed 

change management.

Change management policies and procedures apply 

processes that can help prevent problems downstream 

including downtime, system slowdowns, and damage to 

your customers and partners. Poor change management 

can also cut you off from your own data, seriously 

challenging your ability to identify the root cause of your 

issues.

When groups can’t respond in a timely manner because 

they lack situational awareness, the consequences include 

a lack of accountability, slow incident identification, and 

poor response times. And if the issues were real, the 

consequences could be catastrophic. Customers could lose 

faith in the company, hours of downtime carry a financial 

price, and let’s not forget the public relations nightmare 

and potential for customer churn.

 To optimize business, you have to build an effective 

infrastructure to interact with your SIEM (Security 

Incident and Event Management) solution to enable 

data collection, data analysis, and incident response. 

4 steps to an 
effective DevSecOps 
infrastructure
An effective SIEM platform needs to be the hub around 

which a customizable workflow for managing incidents can 

be crafted. Of course, not every incident has the same level 

of urgency attached to it. An analytics-driven SIEM platform 

provides IT organizations with the means to categorize 

the severity of any potential threat. Using dashboards to 

triage new notable events, assign events to analysts for 

review, and examine notable event details for investigative 

leads, an analytics-driven SIEM arms IT organizations with 

a, “single source of truth,” with the contextual insight to 

determine the appropriate response to any event.

Threat intelligence data ideally should be integrated with 

machine data generated by various types of IT infrastructure 

and applications to create watch lists, correlation rules, 

and queries in ways that increase the success rate of early 

breach detection. That information should be automatically 

correlated with event data and added to dashboard views 

and reports or forwarded to devices such as firewalls or 

intrusion prevention systems that can then remediate the 

vulnerability in question.

Introduction
DevOps involves integrating development, testing, deployment, and release cycles into a 

collaborative process. Security is often considered an afterthought, to be inserted just before 

release. Having the forethought to Integrate security throughout the DevOps cycles is known 

as DevSecOps; and it involves intelligence, situational awareness, and collaboration. In this 

paper, we’ll introduce some best processes for DevSecOps, and explain why Splunk and 

xMatters deliver a compelling solution for your DevSecOps efforts.
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The dashboard provided by the SIEM should be able track 

the status and activity of the vulnerability detection products 

deployed in the IT environment, including providing health 

checks of scanning systems and the ability to identify systems 

that are no longer being scanned for vulnerabilities.

In short, a comprehensive threat intelligence overlay needs 

to provide support for any threat list, automatically identify 

redundant intelligence, identify and prioritize threats that 

have been listed in multiple threat lists, and assign weights 

to various threats to identify the real risk they represent to 

the business.

Single source of truth
An analytics-driven SIEM provides advanced 

analytics through sophisticated quantitative 

methods including descriptive and predictive data mining, 

machine learning, simulation, and optimization to produce 

additional critical insights. You can visualize and correlate 

data by mapping previous or pre-categorized events 

against a cyber kill chain framework or past events to better 

support incident investigations.

A dynamic SIEM platform that makes use of machine 

learning algorithms can determine whether data represents 

normal behavior versus an actual anomaly. You can use 

those behavioral analytics to build, test, and deploy 

predictive models.

Having one absolute source of data is also crucial during 

incident response. When you rely on spreadsheets that 

sit on people’s local computers or manual communication 

mechanisms like email, information quickly gets old and 

out of sync. Further, it’s challenging to draw correlations 

across data sitting in silos. 

Leaders in incident management automate moving 

data between tools, from incident ticketing systems to 

collaboration tools, system updates, chatbots, and more. 

Not only do these automation measures save time, they 

preserve the accuracy of information for all parties involved.

Security by design
Once you’re relying on secondary security 

devices like firewalls and anti-virus software, 

you’re in trouble. To address privacy by security 

appropriately, you have to embed privacy by design from 

the beginning. It can’t be bolted on.

If you have heard the term “shift left” lately, this is what 

it means. You must integrate security throughout your 

development processes, before (or to the left of) firewalls 

have to save the day or incident response teams have to 

expend valuable resources to counter a threat that could 

have been prevented. Integrating security throughout the 

development and testing cycle is known as DevSecOps. 

By incorporating DevSecOps practices, companies can 

significantly reduce their security risks and deployment 

costs.

In fact, properly written, patched, and documented code 

is 80% of security. The firewalls, antivirus software, and 

other additional elements are just backup measures. Think 

of proper code as the moat and the drawbridge, while 

the guards are the firewall. If your code is the highest 

quality possible, you only need the firewall for emergency 

situations because privacy and security are embedded and 

seamless.

Security is predictability
Static data systems can’t keep up with the fast 

pace of change in an IT environment, and time 

stops as people have to make slow, manual decisions about 

what to do with data that’s been collected.

What enterprise IT requires today is a simple way to correlate 

information across all security relevant data that enables 

them to manage their security posture. Instead of merely 

watching events after they occur, your IT organization 

should anticipate their occurrence and implement measures 

to limit their vulnerability in real time. For that, enterprises 

need an analytics-driven SIEM platform.
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An analytics-driven SIEM allows IT to monitor threats in real 

time and respond quickly to incidents so that damage can 

be avoided or limited. But not all attacks are external—IT 

needs a way to monitor user activity so that it can minimize 

the risks from insider threat or accidental compromise. 

Threat intelligence is critical to understand the nature of 

the broader threat environment and put those threats into 

context for the organization.

An analytics-driven SIEM must naturally excel at security 

analytics, giving IT teams the power to use sophisticated 

quantitative methods to gain insight into and prioritize 

efforts. Finally, a SIEM today must include the specialized 

tools needed to combat advanced threats as part of the 

core platform. 

Understanding your 
environment
Organizations have gravitated toward DevOps 

because of its emphasis on process, collaboration, and 

automation. Unfortunately, automation has come at the 

expense of other things like privacy and security.

Most problems are due to lack of insight into change 

management. Attacks and human error make the headlines, 

but they are relatively small by volume when compared to 

more mundane causes.

You have to know what to monitor for and what is a 

secondary consideration. You also have to understand 

where to store logs and other IT data.

Many enterprise IT organizations that invested in SIEM 

platforms have discovered this fundamental truth the 

hard way. After spending a significant amount of time and 

money to record security events, companies have found 

that not only did it take a long time to ingest all the data, 

but the underlying data system used to create the SIEM 

tends to be static. 

Worse yet, the data available for you to analyze is based only on 

security events, omitting the massive amounts of information 

coming from non-security systems such as operating system 

logs, directory systems such as LDAP/AD, badge data, DNS, 

and email and web servers. Without proper context, it is 

difficult to correlate security events with other information 

that’s not explicitly security-related across the rest of an IT 

environment. When there’s an issue, investigating a security 

event takes precious time most IT organizations just don’t 

have. Most SIEM systems can’t keep pace with the alarming 

rate of security events, all of which need to be investigated at 

least enough to rule it out as a threat.

As enterprises accelerate adoption of cloud services, threat 

vectors continue to expand. Enterprises need to monitor user 

activity, behavior, and application access across key cloud 

and SaaS services, as well as on-premises deployments to 

determine the full scope of potential threats and attacks. 

Further, documented processes, workflows, and playbooks 

ensure teams are communicating and collaborating quickly 

and effectively to fully remediate issues before downtime or 

breaches occur.
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Use cases for 
DevSecOps
Let’s take a look at a few use cases that highlight the 

fundamental importance of DevSecOps for organizations. 

Organizations effective in DevOps security pay attention 

to communication as a core tenet of operations.

Internal communications: The security team for a 

multinational financial corporation takes down the firewall 

as part of routine maintenance. In the middle of the night, 

the application team sees that changes have been made; 

but because there is no documented procedure for the 

proper way to change the firewall, team members see it 

as an anomaly and a possible threat. Following protocol, 

they investigate the change. Unable to figure out the root 

cause of the issue, they gather other groups and scramble 

to diagnose and fix issues. By the time they figure out that 

the issue is just the firewall change, the service has been 

down for more than 12 hours. The teams agree to create a 

new rule, that no firewall changes be made after hours.

Alert fatigue: The service desk for a large retailer receives 

alerts of a data breach. Without filters or rules in place, the 

alerts get lost among the many thousands of notifications 

the group receives every hour. The major incident alerts 

go unnoticed, buried under false alarms, automated alerts, 

and other notifications, effectively preventing teams 

from acting proactively. Instead, unsuspecting teams get 

notified days later by confused customers and partners 

– and angry executives. The service desk has to recover 

the alerts, and the retailer has to notify its customers that 

their personal information may have been compromised. A 

protracted public scandal causes the retailer to change its 

major incident processes.

Poor fundamentals: A global credit monitoring agency 

suffers a data breach, but ironically does not realize it for 

months and has to alert its customers that their personal 

information may have been compromised. In the aftermath, 

the company promotes websites meant to let consumers see 

whether they are affected by the breach. The agency’s lack 

of preparation becomes obvious when the websites prove 

totally ineffective and affected by viruses, making matters 

worse and causing embarrassment for the company.

A case for Splunk 
ITSI and xMatters
When important IT events are buried among thousands of 

others, IT teams find themselves paralyzed with too many alerts. 

You can’t find and fix important issues fast when you’re manually 

filtering out the noise and finding the few events that matter. The 

real focus should be on managing the problem, not the event. 

Splunk IT Service Intelligence for event analytics uses machine-

driven artificial intelligence (AI) to turn all data into immediate 

action, so you can identify existing and emerging issues to 

quickly prioritize restoration of business-critical services and 

make decisions based on your data, not your best guess.

Whether you’re collecting data, making sense of it, sharing 

it, or archiving it, the name of the game is collaboration. You 

can automate processes, but modern IT environments usually 

require that eventually human intervention is required.

With xMatters, you can use your own business processes and 

the tools you trust. xMatters enables your organization to 

relay data between systems while engaging the right people 

to proactively take action. With more than 200 integrations 

across a wide range of IT tools, xMatters automates and brings 

structure to collaboration so that enterprises can proactively 

prevent outages, resolve incidents, and keep the right people 

informed.

Build critical toolchains and bring structure to collaboration. 

With xMatters, you can proactively prevent outages, 

rapidly engage resolvers, manage major incidents, and 

keep stakeholders informed.
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