Blockchain Components

The blockchain is built of several different types of components, each with a specific role to play within
the blockchain’s operation:


Ledger: A distributed, immutable historical record



Peer Network: Stores, updates, and maintains the ledger



Membership Services: User authentication, authorization, and identity management



Smart Contract: Program that runs on the blockchain



Wallet: Stores users' credentials



Events: Notifications of updates and actions on the blockchain



Systems Management: Component creation, modification, and monitoring



Systems Integration: Integration of blockchain with external systems.

Blockchain Actors

Blockchain Users: Business to Consumer (B2C)
A Business to Consumer (B2C) is business or transactions conducted directly between a company
and consumers who are the end-users of its products or services. Services being provided to the
consumer is an area of interest to companies.

Business to Business (B2B) in blockchain:

Smart Dubai 2021
The Dubai Blockchain Strategy is based on three pillars:


Government Efficiency: Implementing blockchain technology in government services



Industry Creation: Supporting the creation of a blockchain industry through empowering startups
and businesses



Thought Leadership: Leading the global thinking on blockchain technology.

Dubai's adoption of blockchain technology at a city-wide scale is a testament to its commitment to
positively transform government from service provider to service enabler.
https://2021.smartdubai.ae/

History of Ledgers: Single-Entry Ledgers


Ledgers first appeared around 3,000 B.C.



Single-entry only.



Chenyaka, an Indian leader, creates the first documented accounting standards.

History of Ledgers: Double-Entry Accounting


Double-entry ledger appears in 1340 A.D.



Tracks debits and credits.



Tells the story of a transaction from both/all sides.



The Italian Luca Pacioli, recognized as the father of accounting and bookkeeping, was the first
person to publish a work on double-entry bookkeeping and introduced the field in Italy.

History of Ledgers: Triple-Entry Accounting


Triple-entry accounting is an enhancement to the traditional double-entry system, in which all
accounting entries involving outside parties are cryptographically sealed by a third entry.



Debits, credits, and an immutable link to all past debits and credits.



Triple-entry ledger appears in 2008 in a white paper by Satoshi Nakamoto (a.k.a., Blockchain).

Cryptography and Hashing in Blockchain


Blockchain provides users with data integrity in a trustless environment.



This is accomplished using cryptography in a way that moves the burden of trust from data
processors to cryptographic algorithms.

Let's explain the key terms use in cryptography:


Secret: The data which we are trying to protect



Key: A piece of data used for encrypting and decrypting the secret



Function: The process or function used to encrypt the secret



Cipher: The encrypted secret data, the output of the function.

What is a cryptographic function?
A function for encoding or encrypting data to protect the contents from adversaries.
Simple example function:
Secret = "Blockchain Training Alliance"
Function = Swap each letter in the secret with a new letter according to the Key
Key = "+2"

Cipher = "Dnqemejckp Vtckpcpi Cnnkcpeg".
Blockchain makes use of several different types of cryptography. Among these are:


Public Key Cryptography
Pair of public and private keys used for encryption and digital signatures.



Zero-Knowledge Proof
Prove knowledge of a secret without revealing it.



Hash Functions
One-way pseudo-random mathematical functions and merkle trees

Zero-knowledge proof is the ability to prove a secret without revealing what the secret is.
Finally, hash functions feature heavily in blockchain. A hash function is a mathematical equation with
four important properties:


Hash functions can take anything as input and create an output with a fixed size. This makes it
possible to condense anything into a piece of data of a fixed size and is how messages are
condensed for digital signatures.



It’s easy to calculate a hash, but hard to determine a hash input from the output. The best option
is to keep trying inputs until one produces the desired output.



Inputs that differ by a single bit produce hashes that differ by half of their bits on average. This
prevents someone from finding a desiredhash input using a “hill climbing”.



It is infeasible to find two inputs that produce the same output when hashed. Since a hash can
take any input and produce a fixed output, it makes sense that multiple different inputs will create
the same output. A good hash function will make it so that you have to try a large number of
inputs before finding two that produce the same output.

https://blockchaintrainingalliance.com/pages/lab-hash
Merkle Tree
A special type of data storage structure based on hash functions is called a Merkle tree:


It is structured as a binary tree; the leaves contain the values to be stored and each internal node
is the hash of its two children.



It provides efficient lookups and protection against forgery since verifying a transaction is included
in the tree. Can be accomplished by sending only the transaction, the hash contained in each
node between the transaction leaf node and the root, and the hash values used to create each
hash sent.



Looking up a transaction in a Merkle tree with three levels includes sending two transactions (the
desired one and the other child of its parent) and three hashes (the transaction’s parent, the root,
and the root’s other child).

Traditional DB uses CRUD mentod – Create, Read, Update & Delete
The blockchain is publicly visible and immutable, meaning that it has very high transparency. Its
append-only structure and decentralized storage sacrifice storage efficiency for trustworthiness of the
stored data.

Let's discuss the differences between a public and a private blockchain:
As the blockchain continues to evolve, the terminology has become confusing. Both public and private
blockchains share many similarities:



Both are decentralized peer-to-peer networks, each maintaining a shared append-only ledger of
digitally-signed transactions.



Both maintain transaction replicas in-sync through a protocol referred to as consensus.



Both provide certain guarantees on the immutability of the ledger.

More importantly, the main difference between a public and private blockchain is related to who is
allowed to participate in the network, execute the consensus protocol, and maintain the shared
ledger.
A public blockchain network is completely open and anyone can join and participate in the network.
A private blockchain network requires an invitation, and must be validated by either the network
starter or by a set of rules. Private blockchains are usually set up as permissioned networks, placing
restrictions on who is allowed to participate in the network, and only in certain transactions.

The benefits of public blockchain are:


Open Read and Write
Anyone can participate by submitting transactions to the blockchain, such as Ethereum or Bitcoin;
transactions can be viewed on the blockchain explorer.



Ledger Is Distributed
The database is not centralized like in a client- server approach, and all nodes in the blockchain
participate in the transaction validation.



Immutable
When something is written to the blockchain, it can not be changed.



Secure Due to Mining (51% rule)
For example, with Bitcoin, obtaining a majority of network power could potentially enable massive
double spending, and the ability to prevent transaction confirmations, among other potentially
nefarious acts.

The benefits of private blockchain are:


Enterprise Permissioned
The enterprise controls the resources and access to the blockchain, hence private and/or
permissioned.



Faster Transactions
When you distribute the nodes locally, but also have much less nodes to participate in the ledger,
the performance is faster.



Better Scalability
Being able to add nodes and services on demand can provide a great advantage to the
enterprise.



Compliance Support
As an enterprise, you likely would have compliance requirements to adhere to, and having control
of your infrastructure would enable this requirement more seamlessly.



Consensus More Efficient (less nodes)
Enterprise or private blockchains have less nodes and usually have a different consensus
algorithm, such as BFT vs. POW.

Consensus in Blockchain
The blockchain is a distributed and decentralized system, which means that it needs to have a way of
tracking the official current state of the system. Since the blockchain can include financial transactions
and business agreements, it is important that all parties involved are in sync regarding the terms of
the agreement.

Ethereum currently uses Proof of Work for consensus. And Casper is the planned migration of
Ethereum from Proof of Work to Proof of Stake.
Hyperledger Fabric breaks out consensus into components, allowing users to pick a consensus
algorithm for their particular use.
Each Corda network has a notary service made up of independent parties that approve blocks using
any applicable consensus algorithms. Corda does not follow the standard blockchain model of
transactions being bundled into blocks and then being finalized by the network as a whole. Instead, a
Corda network contains one or more notaries consisting of several independent parties. Transactions
in Corda are finalized by a notary with a multiparty digital signature using an algorithm like Raft
Fault Tolerance in the Blockchain
Blockchain is a distributed, decentralized system that maintains a shared state. While consensus
algorithms are designed to make it possible for the network to agree on the state, there is the
possibility that agreement does not occur. Fault tolerance is an important aspect of blockchain
technology.
The Byzantine Generals' Problem


Several generals needing to agree on a coordinated plan of attack.



One or more generals may be traitors.



All generals will abide by the majority decision, but may try to influence it.

Blockchains are designed to have Byzantine Fault Tolerance:


All nodes are untrusted.



Nodes must come to a consensus on the official state of the blockchain.

Blockchain is designed to be Byzantine Fault Tolerant, meaning that the network will come to a
consensus on the official state of the blockchain, despite the fact that some members may
misbehave. The solution to the Byzantine Generals' Problem is inefficient, so the blockchain needs
some way of being confident of consensus without going through a full solution.

Proof of Work

Proof of Stake

Distributed consensus among untrusted and unidentifiable nodes
Distributed consensus among untrusted and
identifiable nodes

Incentives are reworded within the system for work done outside of
Incentives are reworded within the system for

the system

escrow inside the system

Relatively high cost of entry, but high returns

Low cost of entry, but low returns

Empirically proven

Experimental

What Is Blockchain Governance?
All organizations and software development projects need a way to finalize each decision along the
roadmap. Most organizations are centralized and have a set leadership team. Several strategies for
governing the decentralized blockchain have been developed.
Effective blockchain governance includes:


Incentives



Methods of coordination.

Blockchain governance comes down to the users.
Major changes to a blockchain require a hard fork. A hard fork is a change to the
blockchain protocol that makes it incompatible with old clients.



For a hard fork to be successful, users need to agree to follow it.
Users can refuse to follow a hard fork, creating a divergent blockchain. The DAO
Hard Fork on Ethereum created Ethereum Classic.

The DAO ( data access object) was an Ethereum smart contract. Ethereum uses the
“Benevolent Dictator for Life” mode of blockchain governance.
Hyperledger, on the other hand, uses an Open Governance model to make technical
decisions regarding the Hyperledger environment. The Hyperledger Technical
Steering Committee (TSC) is the final authority for technical decisions in Hyperledger.
Corda also uses an Open Governance model to make technical decisions regarding
the future of the blockchain. The Corda Network Governing Body will be selected to
represent the interests of all users in the Corda network.

Identity: RSA Public Key Cryptography

Identity: Specific Identity Implementations




Ethereum
A user’s identity is an address based on their public key.
Hyperledger
Identity is managed by X.509 certificates.
Corda
Identity is managed by X.509 certificates:

1. Public: Certificates published on blockchain
2. Confidential: Certificates only shared with parties involved in transaction.

Advanced Blockchain Anonymity Techniques
The following are only some of the mechanisms developed and implemented in
various blockchains:








Zero-Knowledge Proofs
A prover proves knowledge of a secret without revealing it.
Stealth Addresses
Using one-time addresses for sending/receiving transactions for an account.
Ring Signatures
Type of digital signatures that lets any member of the group sign, but no one can
tell which one signed.
CoinJoin
Transactions from several senders to several recipients are mixed together to
hide who is paying whom.
Confidential Transactions
Uses homomorphic encryption to allow transactions to be processed while
encrypted. Proves transaction value is in a range of values to prove that
overspending did not occur.

Specific Anonymity Implementations


Ethereum
Ethereum currently does not have any advanced privacy options, but this
is planned to change.



Hyperledger

1. Channels: Subsections of the blockchain that make transactions visible
only to members.
2. Private Transactions: Hashes of private data are stored to publicly verify it
on the blockchain.
3. Zero-Knowledge Technology: Provers can demonstrate knowledge of a
secret without revealing the secret itself.


Corda
Parties on the Corda Network can be represented in one of two ways:

1. Party: A public key and name
2. Anonymous Party: Only a public key.

Let's recap the features of a blockchain that establishes trust:


Blockchain technology is about storing some kind of data (which are transactions in
regards to the Bitcoin blockchain).



Blockchain is essentially transferring trust from an intermediary to technology.



Storing data in the blockchain is through cryptographic functions.



Private key/public key.



Collaboration through consensus.
All transaction data on a chained block is assumed to be trustworthy.
The users base this trust on the fact that:



This data has not been tampered with



The blockchain is immutable.

Standard Governance
Governance is a process that can apply to states, corporations, non-profits, nongovernmental organizations, partnerships, business relationships, project teams, and
any other grouping of humans with a purposeful activity.
To keep things simple, we are going to cover standard governance through a lens
that most blockchain systems evolved from. They are:


Representative Democracy



Direct Democracy.

How Does Blockchain Fit into Governance?
Most governance structures in the blockchain ecosystem are looking to achieve
similar goals, such as:


Protocol changes and tech upgrades



Critical bug and vulnerability fixes



Using pooled funds for R&D.
These goals can be achieved through many different methods of governance. Some
of the popular ones being discussed at the moment are:

Consensus
Consensus is a way to ensure the nodes on the network verify the transactions and agree
with their order and existence on the ledger. In the case of applications like a cryptocurrency,
this process is critical to prevent double spending or other invalid data being written to the
underlying ledger, which is a database of all the transactions.

Decentralized Autonomous Organization (DAO) is a complex stack of smart
contracts.
It’s important to understand that, at the moment, there is no such thing as a
completely autonomous DAO. There are specific parts that are autonomous and
others that are not so autonomous.

In simple terms, a DAO is an organization that runs on a stack of computer programs
(called smart contracts in the blockchain world) that are all interconnected to
maintain a set of pre-programmed rules that have been previously voted upon by a
community.

Governance for Enterprise: Consortiums
These consortium blockchains have historically taken two approaches:


Business-focused consortia
They aim to build and operate blockchain-based business platforms to solve a specific
business problem (e.g. Digital Trade Chain – focused on cross-border payments).



Technology-focused consortia
They seek to develop reusable blockchain platforms based on technical standards
(e.g. Hyperledger) .
There are some consortiums that do a hybrid of both business and technology, such
as R3. Examples: Hyperledger, R3, Ripple, Digital Asset Holdings, Corda, B3i, EWF,
etc.

Immutability is when something is unable to be changed.

There are many different variables, but the main one is consensus. In a blockchain,
it refers to the logs of transactions which are created by consensus among the
chain’s participants. The basic notion is that once a blockchain transaction has
received a sufficient level of validation and posted on the chain, it can almost never
be replaced or reversed or edited.
If all the nodes within the network (Bitcoin specifically) are working to solve a really
hard math problem by running many computers simultaneously, the chances of
anyone overriding that are slim to zero.
But, if someone wanted to undermine the immutability of the Bitcoin blockchain,
here’s how they would do it:


First, they would install more mining capacity than the rest of the network put
together, creating a so-called “51% attack.”



Second, instead of openly participating in the mining process, they would mine their
own “secret branch", containing whichever transactions they approve and censoring
the rest.



Finally, when the desired amount of time has passed, they would anonymously
broadcast their secret branch to the network.

Transparency Defined
Transparency: Anything that is see through, where there is very little fog or obstruction in
the way. Just like immutability, transparency comes on a spectrum. Certain things are more
transparent than others. In the context of business/technology, this can be seen as a way of
operating that is easy for others to see what actions are being performed.

Traditional CRUD
( Create Read Update & Delete)

TO

Blockchain Append-Only
Within the public blockchain world, every full node on the network is its own
administrator, where it can Create (e.g. add) and Read; this is also known as
Read/Write access (e.g. append-only). These nodes only add more data over time in
the form of blocks, but all previous data is permanently stored and cannot be altered.


Read: query (e.g. search) and retrieve data from the blockchain



Write: add more data onto the blockchain.


Autonomy: Independence or freedom, the ability to make your own decisions
without being controlled by anyone else. This sense of freedom can be at the
macro level of a country or at the micro level of a person.



As children and adults, we all want a little autonomy in our lives, careers, or
relationships, but it’s just a matter of how much autonomy one truly wants and
can handle.

Autonomy in the blockchain world can be seen from many different angles. We are
going to focus solely on smart contracts in this section, due to the amount of
autonomy it gives everyone involved. The concept of smart contracts has been
around for a long time and was first proposed by Nick Szabo, who coined the term in
1994. The most simplified explanation is:
"IF THEN ELSE" statement, which means IF X happens, THEN do Y, ELSE do Z.
Anyone is able to create their own smart contracts without a central authority giving the right
to do so. These contracts are executed without too much human intervention, and they’re
stored on blockchain technology which provides a sense of permanence. These are three of
the main attributes that can bring more autonomy to exchanging information between
parties. Setting up a pre-agreed upon contract that’s coded into a blockchain and executes
automatically when certain actions are taken is one step in the direction of not only
improving our autonomy as individuals, companies, but shifting wasted resources (middle
men/women) toward more impactful work.

Traditional Multi-Party Sync vs. Blockchain MultiParty Sync

Blockchain Multi-Party Sync (Removing Middlemen)
Blockchain technology has been shown to provide many benefits, but one of the
most prominent and immediate benefits is removing middle men (third parties) from
a variety of processes. There is a long list of examples for middle men currently
being removed, such as:



Energy distributors



Payment networks (Visa and Mastercard)



Content distributors (YouTube, Facebook, Medium, etc.)



Central exchanges (NASDAQ, London Stock Exchange, New York Stock Exchange,
etc.)



Cloud database providers (AWS, Azure, etc.).
How is the blockchain world removing this middle man? The answer is all around trust.
Within the public blockchain world, where everyone is theoretically anonymous, there needs
to be trust so we’re able to exchange valuable things without the concern of bad actors.
Trust is built into the consensus mechanism that we’ve mentioned multiple times throughout
this course. This incentivizes all the participants to help secure and validate good actions
throughout the network.

Traditional vs. Blockchain Multi-Party Comparison
Digital Currency: Electric money available only in the digital world and not in the physical
world.

How Blockchain Solves The Double Spend Problem

Digital Currency: Difficulties Prior to Blockchain

Other attempts include:


CyberCash in 1994 (failed after the Y2K bug of 2000)



E-gold in 1996 (sunk by continuous money laundering, hacking, and extortion)



Liberty Reserve in 2006 (shut down in 2013 due to this becoming a great hangout
spot for cybercriminals).
This history goes all the way back to 1983, when David Chaum introduced the idea of digital
cash in a research paper. Then, in 1992, he founded DigiCash, an electronic cash company,
which eventually went bankrupt in 1998 due to adoption (buyout by another financial
institution).

Introduction to Use Cases
blockchain disrupt many industries, including:
healthcare, automotive, identity, government, real estate
and insurance.

Blockchain Decision Chart



Explain how MedChain is using blockchain to store medical records.

How Blockchain Can Benefit Voting?
Blockchain can be utilized in many different fields as a solution to the problems that
a standard database might have. One such problem can be seen in voting. Recently,
it was revealed that a major U.S. voting machine manufacturer had installed remote
access software on some systems. This software allowed for the alteration of votes
when counting the total.
Instances like this create a lack of trust in America's voting system, as seen in a
recent poll: "Exclusive poll: Majority expects foreign meddling in midterms". This poll
suggests that only about a quarter of Americans feel confident that their vote is being
counted. Blockchain would solve this issue by providing a distributed ledger that
would ensure your vote is counted since the ledger you own is the same as the one
counting the total.
https://youtu.be/jXp17z_JaKg

Luxoft Voting Application
LifeID - Self-Sovereign Identity
LifeID


Learn how Cook County, Illinois (USA) is using blockchain to record land titles and
show ownership.

Video: Supply Chain - Maersk

https://www.youtube.com/watch?v=tdhpYQCWnCw&t=110s

Video: Walmart

https://www.youtube.com/watch?v=SV0KXBxSoio

Luxoft IoT Explained
Video: The Digital Energy of the Future – Luxoft

