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In this e-guide: 

Use of the cloud as a location for off-site compute and storage 

has reached a new maturity. 

Compute instances and storage in the cloud are now serious 

options for organisations that need to burst workloads beyond 

their own datacentre capacity at busy times. 

And increasingly, seamless hybrid cloud operations are made 

possible by file and object storage platforms that allow 

customers a single view and to migrate workloads and data 

between their own datacentres and those of cloud providers. 

In this Jargon Buster guide we bring you definitions for the key 

concepts in hybrid cloud storage plus in-depth articles on 

hybrid cloud file and object storage, how to use the cloud as a 

storage tier and the key decision points when it comes to 

private cloud vs hybrid cloud. 

Antony Adshead, storage editor 

  

http://www.computerweekly.com
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Definitions: 

  

 Hybrid cloud 

Margaret Rouse, guest contributor 

Hybrid cloud is a cloud computing environment that uses a mix of on-

premises, private cloud and third-party, public cloud services with orchestration 

between the two platforms. By allowing workloads to move between private and 

public clouds as computing needs and costs change, hybrid cloud gives 

businesses greater flexibility and more data deployment options. 

Hybrid cloud architecture 

Establishing a hybrid cloud requires the availability of: 

 A public infrastructure as a service (IaaS) platform, such as Amazon Web 
Services, Microsoft Azure or Google Cloud Platform; 

 The construction of a private cloud, either on premises or through a 
hosted private cloud provider; 

 And adequate wide area network (WAN) connectivity between those two 
environments. 

http://www.computerweekly.com
https://searchcloudcomputing.techtarget.com/definition/private-cloud
https://searchcloudcomputing.techtarget.com/definition/public-cloud
https://searchcloudcomputing.techtarget.com/definition/Infrastructure-as-a-Service-IaaS
https://searchenterprisewan.techtarget.com/definition/WAN
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Typically, an enterprise will choose a public cloud to access compute instances, 

storage resources or other services, such as big data analytics clusters or 

serverless compute capabilities. 

However, an enterprise has no direct control over the architecture of a public 

cloud, so, for a hybrid cloud deployment, it must architect its private cloud to 

achieve compatibility with the desired public cloud or clouds. This involves the 

implementation of suitable hardware within the data center, including servers, 

storage, a local area network (LAN) and load balancers. 

An enterprise must then deploy a virtualization layer, or a hypervisor, to create 

and support virtual machines (VMs) and, in some cases, containers. Then, IT 

teams must install a private cloud software layer, such as OpenStack, on top of 

the hypervisor to deliver cloud capabilities, such as self-service, automation and 

orchestration, reliability and resilience, and billing and chargeback. A private 

cloud architect will typically create a menu of local services, such as compute 

instances or database instances, from which users can choose. 

The key to create a successful hybrid cloud is to select hypervisor and cloud 

software layers that are compatible with the desired public cloud, ensuring 

proper interoperability with that public cloud's application programming 

interfaces (APIs) and services. The implementation of compatible software and 

services also enables instances to migrate seamlessly between private and 

public clouds. A developer can also create advanced applications using a mix of 

services and resources across the public and private platforms. 

http://www.computerweekly.com
https://searchaws.techtarget.com/definition/Amazon-EC2-instances
https://searchitoperations.techtarget.com/definition/serverless-computing
https://searchcloudcomputing.techtarget.com/definition/OpenStack
https://searchmicroservices.techtarget.com/definition/application-program-interface-API
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Hybrid cloud benefits and use cases 

Hybrid cloud computing enables an enterprise to deploy an on-premises private 

cloud to host sensitive or critical workloads, and use a third-party public cloud 

provider to host less-critical resources, such as test and development 

workloads. 

Hybrid cloud is also particularly valuable for dynamic or highly changeable 

workloads. For example, a transactional order entry system that experiences 

significant demand spikes around the holiday season is a good hybrid cloud 

candidate. The application could run in private cloud, but use cloud bursting to 

access additional computing resources from a public cloud when computing 

demands spike. 

Another hybrid cloud use case is big data processing. A company, for example, 

could use hybrid cloud storage to retain its accumulated business, sales, test 

and other data, and then run analytical queries in the public cloud, which can 

scale a Hadoop or other analytics cluster to support demanding distributed 

computing tasks. 

Hybrid cloud also enables an enterprise to use broader mix of IT services. For 

example, a business might run a mission-critical workload within a private cloud, 

but use the database or archival services of a public cloud provider. 

 

 

http://www.computerweekly.com
https://searchcloudcomputing.techtarget.com/definition/cloud-bursting
https://searchdatamanagement.techtarget.com/definition/big-data
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Hybrid cloud challenges 

Despite its benefits, hybrid cloud computing can present technical, business and 

management challenges. Private cloud workloads must access and interact with 

public cloud providers, so, as mentioned above, hybrid cloud 

requires API compatibility and solid network connectivity. 

For the public cloud piece of a hybrid cloud, there are potential connectivity 

issues, service-level agreements (SLAs) breaches and other possible service 

disruptions. To mitigate these risks, organizations can architect hybrid cloud 

workloads that interoperate with multiple public cloud providers. However, this 

can complicate workload design and testing. In some cases, an enterprise 

needs to redesign workloads slated for hybrid cloud to address specific public 

cloud providers' APIs. 

Another challenge with hybrid cloud computing is the construction and 

maintenance of the private cloud itself, which requires substantial expertise from 

local IT staff and cloud architects. The implementation of additional software, 

such as databases, helpdesk systems and other tools can further complicate a 

private cloud. What's more, the enterprise is fully responsible for the technical 

support of a private cloud, and must accommodate any changes to public cloud 

APIs and service changes over time. 

 

 

http://www.computerweekly.com
https://searchitchannel.techtarget.com/definition/service-level-agreement
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Hybrid cloud management tools 

Management tools such as Egenera PAN Cloud Director, RightScale Cloud 

Management, Cisco CloudCenter and Scalr Enterprise Cloud Management 

Platform help businesses handle workflow creation, service catalogs, billing and 

other tasks related to hybrid cloud. Additional hybrid cloud management tools 

include BMC Cloud Lifecycle Management, IBM Cloud Orchestrator, Abiquo 

Hybrid Cloud, Red Hat CloudForms and VMware vCloud Suite. Given the sheer 

volume of potential tools available, it is important for potential adopters to test 

and evaluate candidates carefully in their own hybrid cloud environment before 

making a commitment to any particular tool. 

  

 Next Article 
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 Hybrid cloud storage 

Margaret Rouse, guest contributor 

Hybrid cloud storage is an approach to managing storage that uses both local 

and off-site resources. 

Hybrid cloud storage is often used to supplement internal data storage with 

public cloud storage. Policy engines keep frequently used data on-site while 

simultaneously moving inactive data to the cloud in a transparent manner. 

Ideally, a hybrid cloud implementation behaves as if it is homogeneous storage. 

Hybrid cloud storage is most often implemented by using proprietary 

commercial storage software, by using a cloud storage appliance that serves as 

a gateway between on-premises and public cloud storage or by using an 

application program interface (API) to access the cloud storage. 

Some of the most popular hybrid cloud storage providers are Amazon Web 

Services, Cisco, Dell EMC, Hewlett Packard Enterprise, IBM, Microsoft, 

Rackspace and VMware. 

 

 

http://www.computerweekly.com
https://searchstorage.techtarget.com/definition/public-cloud-storage
https://searchstorage.techtarget.com/definition/cloud-storage-appliance
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Benefits/drawbacks 

With hybrid cloud storage, businesses can move workloads between on-

premises or private clouds and use the public cloud to host the data and 

applications they're comfortable with being publicly available. Hybrid clouds help 

companies get the most out of containers, which simplify moving workloads 

among clouds. Containers also offer clustering and orchestration. Cloud 

management platforms help administrators streamline cloud storage 

management behind a single pane of glass. 

Hybrid clouds also offer organizations the opportunity to recoup some hardware 

costs: If a company already has the infrastructure for private cloud storage but it 

needs more capacity, bursting to the public cloud can help that business keep 

the cloud it's already built relevant. 

But organizations that don't have regulatory issues to contend with don't need 

private clouds. Private cloud storage offers more control, but it comes with a 

price. Companies must buy hardware and software to run the private cloud part. 

This affects the bottom line of deploying hybrid cloud storage, although some 

organizations will use a private cloud to host IT services and offset the cost by 

charging departments or internal teams. But as public cloud storage continues 

to get cheaper, it is more often the more cost-effective option. 

 

http://www.computerweekly.com
https://searchcloudcomputing.techtarget.com/definition/private-cloud
https://searchitoperations.techtarget.com/definition/cloud-orchestrator
https://searchcloudcomputing.techtarget.com/definition/cloud-bursting
https://searchcompliance.techtarget.com/definition/regulatory-compliance
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Hybrid vs. public and private cloud storage 

The decision to use a public, private or hybrid cloud storage option depends on 

what an organization needs from its cloud. Businesses with a great deal of 

mission-critical, proprietary data might want to store that information on 

premises or in a private cloud to keep it out of the hands of competitors. That's 

not to say that those particular businesses can't also use a public cloud. If a 

private cloud can't meet their needs, a hybrid approach might work well. 

Organizations that don't need to keep their data tightly secured or regulated can 

use the public cloud, which might be their most cost-effective option. 

  

 Next Article 
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 Cloud bursting 

Margaret Rouse, guest contributor 

Cloud bursting is an application deployment model in which an application runs 

in a private cloud or data center and bursts into a public cloud when the demand 

for computing capacity spikes. The advantage of such a hybrid cloud 

deployment is that an organization only pays for extra compute resources when 

they are needed. 

Experts recommend cloud bursting for high performance, non-critical 

applications that handle non-sensitive information. An application can be 

deployed locally and then burst to the cloud to meet peak demands, or the 

application can be moved to the public cloud to free up local resources for 

business-critical applications. Cloud bursting works best for applications that 

don’t depend on a complex application delivery infrastructure or integration with 

other applications, components and systems internal to the data center.  

When considering cloud bursting, an organization must consider security and 

regulatory compliance requirements. For example, cloud bursting is often cited 

as a viable option for retailers that experience peaks in demand during the 

holiday shopping season. However, cloud computing service providers do not 

http://www.computerweekly.com
https://searchcloudcomputing.techtarget.com/definition/private-cloud
https://searchnetworking.techtarget.com/definition/burst
https://searchcloudcomputing.techtarget.com/definition/public-cloud
https://searchcloudcomputing.techtarget.com/definition/hybrid-cloud
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necessarily offer a PCI DSS-compliant environment and retailers could be 

putting sensitive data at risk by bursting it to the public cloud.  

Other issues related to cloud bursting arise from the potential for incompatibility 

between the different environments and the limited availability of management 

tools. Cloud computing service providers and virtualization vendors have 

developed tools to send workloads to the cloud and manage hybrid 

environments, but they often require all environments to be based on the same 

platform. 

  

 Next Article 

 

 

 

 

 

 

 

 

 

http://www.computerweekly.com
https://searchfinancialsecurity.techtarget.com/definition/PCI-DSS-Payment-Card-Industry-Data-Security-Standard
https://searchcloudcomputing.techtarget.com/definition/cloud-computing
https://searchservervirtualization.techtarget.com/definition/virtualization
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 Multi-cloud strategy 

Margaret Rouse, guest contributor 

A multi-cloud strategy is the use of two or more cloud computing services. While 

a multi-cloud deployment can refer to any implementation of multiple software 

as a service (SaaS) or platform as a service (PaaS) cloud offerings, today, it 

generally refers to a mix of public infrastructure as a service (IaaS) 

environments, such as Amazon Web Services and Microsoft Azure. 

Common uses for multi-cloud computing 

Initially, many organizations pursued a multi-cloud strategy because they were 

uncertain about cloud reliability. Multi-cloud was, and still is, seen as a way to 

prevent data loss or downtime due to a localized component failure in the cloud. 

The ability to avoid vendor lock-in was also an early driver of multi-cloud 

adoption. 

While redundancy and vendor lock-in concerns still drive some multi-cloud 

deployments today, they are also driven largely by enterprises' broader 

business or technical goals. Those goals can include the use of more price-

competitive cloud services or taking advantage of the speed, capacity or 

features offered by a particular cloud provider in a particular geography. 

http://www.computerweekly.com
https://searchcloudcomputing.techtarget.com/definition/cloud-computing
https://searchcloudcomputing.techtarget.com/definition/Infrastructure-as-a-Service-IaaS
https://searchconvergedinfrastructure.techtarget.com/definition/vendor-lock-in
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In addition, some organizations pursue multi-cloud strategies for data 

sovereignty reasons. Certain laws, regulations and corporate policies require 

enterprise data to physically reside in certain locations. Multi-cloud computing 

can help organizations meet those requirements, since they can select from 

multiple IaaS providers' data center regions or availability zones. This flexibility 

in where cloud data resides also enables organizations to locate compute 

resources as close as possible to end users to achieve optimal performance 

and minimal latency. 

A multi-cloud strategy also offers the ability to select different cloud services or 

features from different providers. This is helpful, since some cloud environments 

are better suited than others for a particular task. 

For example, a certain cloud platform might handle large numbers of requests 

per unit time, requiring small data transfers on the average, while a different 

cloud platform might perform better for a smaller numbers of requests per unit 

time involving large data transfers. Some cloud providers also offer more big 

data analytics tools or other specialized capabilities, such as machine learning, 

than their competitors. 

The pros and cons of a multi-cloud strategy 

There are several commonly cited advantages to multi-cloud computing, such 

as the ability to avoid vendor lock-in, the ability to find the optimal cloud service 

http://www.computerweekly.com
https://whatis.techtarget.com/definition/data-sovereignty
https://whatis.techtarget.com/definition/data-sovereignty
https://searchaws.techtarget.com/definition/availability-zones
https://searchenterpriseai.techtarget.com/definition/machine-learning-ML
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for a particular business or technical need, increased redundancy, and the other 

beneficial uses mentioned above. 

However, there are some potential drawbacks. For example, most public cloud 

providers offer volume discounts, where prices are reduced as customers buy 

more of a particular service. It becomes more difficult for an organization to 

qualify for those discounts when it doesn't concentrate its business with a single 

cloud provider. 

In addition, a multi-cloud deployment requires an IT staff to have multiple kinds 

of cloud platform or provider expertise. Workload or application management in 

multi-cloud computing can also be a challenge, as information moves from one 

cloud platform to another. 

Multi-cloud computing vs. hybrid cloud computing 

Multi-cloud and hybrid cloud computing are similar, but different IT infrastructure 

models. 

In general, hybrid cloud refers to a cloud computing environment that uses a 

mix of an on-premises, private cloud and a third-party, public cloud, with 

orchestration between the two. An enterprise often adopts hybrid cloud to 

achieve a specific task, such as the ability to run workloads in house, and then 

burst into the public cloud when compute demands spike. 

http://www.computerweekly.com
https://whatis.techtarget.com/definition/redundancy
https://searchcloudcomputing.techtarget.com/definition/hybrid-cloud
https://searchcloudcomputing.techtarget.com/definition/cloud-bursting
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Multi-cloud computing, as noted above, commonly refers to the use of multiple 

public cloud providers, and is more of a general approach to managing and 

paying for cloud services in the way that seems best for a given organization. 

However, multi-cloud doesn't preclude hybrid cloud, and a hybrid cloud could be 

part of a multi-cloud deployment. The two models are not an either/or situation; 

it simply depends on what a business hopes to achieve. 

Common vendors used in multi-cloud computing 

There is no single multi-cloud infrastructure vendor. Instead, a multi-cloud 

strategy typically involves a mix of the major public cloud providers, such as 

Amazon Web Services (AWS), Google, Microsoft and IBM. 

However, there are other cloud vendors that can be a good fit for specific 

needs, such as Oracle, whose cloud offerings include SaaS-based ERP 

systems and DigitalOcean, which offers a more developer-focused platform. 

  

 Next Article 
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 Cloud orchestration (cloud orchestrator) 

Margaret Rouse, guest contributor 

Cloud orchestration is the use of programming technology to manage the 

interconnections and interactions among workloads on public and private cloud 

infrastructure. It connects automated tasks into a cohesive workflow to 

accomplish a goal, with permissions oversight and policy enforcement. 

Cloud orchestration is typically used to provision, deploy or start servers; 

acquire and assign storage capacity; manage networking; create VMs; and gain 

access to specific software on cloud services. This is accomplished through 

three main, closely related attributes of cloud orchestration: service, workload 

and resource orchestration. An orchestration platform can integrate permission 

checks for security and compliance. 

Cloud orchestration technology must work with heterogeneous systems, 

potentially servicing a global cloud deployment in different geographical 

locations and with different providers. Many cloud orchestrator users run public 

cloud and private deployments. 

 

 

http://www.computerweekly.com
https://searchcloudcomputing.techtarget.com/definition/cloud-computing
https://searchcio.techtarget.com/definition/workflow
https://whatis.techtarget.com/definition/heterogeneous
https://searchcloudcomputing.techtarget.com/definition/public-cloud
https://searchcloudcomputing.techtarget.com/definition/public-cloud
https://searchcloudcomputing.techtarget.com/definition/private-cloud
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Cloud orchestration vs. automation 

Automation is a subset of orchestration, which means that orchestration 

provides coordination among and across many automated activities. Automation 

focuses on making one task repeatable rapidly with minimal operator 

intervention; orchestration on the whole. 

Given the many moving parts in cloud, orchestration brings high availability, 

scaling, failure recovery, dependency management, and numerous other tasks 

and attributes into a single process that can tremendously reduce staff effort. 

Orchestration also provides visibility into resources and processes that simple 

cloud automation lacks; for example, a business can regulate capacity via 

preset resource templates for application deployment and track who requests 

what resources. 

Cloud orchestration platform benefits 

Cloud orchestration is of interest to many IT organizations and DevOps 

adopters as a way to speed the delivery of services and reduce costs. A cloud 

orchestrator automates the management, coordination and organization of 

complicated computer systems, services and middleware. In addition to reduced 

personnel involvement, orchestration eliminates the potential for errors 

introduced into provisioning, scaling or other cloud processes. Orchestration 

supports the delivery of cloud resources to customers and end users, including 

in a self-service model where users request resources without IT's involvement. 

http://www.computerweekly.com
https://searchcloudcomputing.techtarget.com/definition/cloud-automation
https://searchitoperations.techtarget.com/definition/DevOps


 

 

Page 18 of 57 

In this e-guide 

 Definitions 

 Cloud on the rise as hybrid 

cloud storage shows real 

maturity 

 Hybrid cloud file and object 

pushes the frontiers of 

storage 

 Hybrid cloud vs private cloud: 

What’s the difference 

 Hybrid cloud 101: Using the 

cloud as a storage tier 

 Who needs hybrid cloud 

object storage? 

Jargon buster guide to hybrid cloud storage 

Orchestration software helps IT organizations standardize templates and 

enforce security practices. It is also a good defense against VM sprawl -- 

providing visibility into, and control over, cloud resources and, implicitly, costs. 

Because the orchestrator platform oversees interactions of many disparate 

elements of the application stack, it can simplify the communication and 

connections from one workload to other apps and users, as well as ensure links 

are correctly configured and maintained. Such products usually include a web-

based portal, so orchestration can be managed through a single pane of glass.  

The centralized nature of an orchestration platform enables administrators to 

review and improve automation scripts. 

In advanced organizations, developers and line-of-business workers can turn to 

cloud orchestration software as a self-service mechanism to deploy resources; 

administrators can use it to track the organization's reliance on various IT 

offerings and manage chargebacks. 

Cloud orchestration vendors 

Many vendors offer cloud orchestrator products. DevOps teams can also 

implement cloud orchestration in numerous ways via automation and 

management tools to fit with their processes and methodologies. 

When evaluating cloud orchestration products, it is recommended that 

administrators first map the workflows of the applications involved. This step will 

http://www.computerweekly.com
https://whatis.techtarget.com/definition/portal
https://searchconvergedinfrastructure.techtarget.com/definition/single-pane-of-glass
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help the administrator visualize how complicated the internal workflow for the 

application is and how often information flows outside the set of app 

components. This, in turn, can help the administrator decide which type of 

orchestration product will help automate workflow best and meet business 

requirements in the most cost-effective manner.  

In general, cloud orchestration tools or software operate similarly across public, 

private and hybrid clouds, though the specifics of a given use case might favor 

the features of one over another. VMware's vRealize Suite, for example, 

includes a hybrid cloud management platform that automates the delivery of 

cloud infrastructure, applications and services; an operations component to help 

with planning, management and scaling; real-time log management and 

analysis; and automated costing, usage metering and service pricing. 

Some of the other cloud orchestration vendors and their products include the 

following: 

 Amazon Web Services CloudFormation 
 Cisco CloudCenter (formerly CliQr) 
 CloudFX 
 Flexiant Cloud Orchestrator 
 Fugue 
 IBM Cloud Orchestrator 
 Ingram Micro Cloud Orchestrator 
 Microsoft Azure Automation 
 Microsoft Cycle Computing 
 Morpheus 

http://www.computerweekly.com
https://whatis.techtarget.com/definition/visualization
https://searchcloudcomputing.techtarget.com/definition/hybrid-cloud
https://searchaws.techtarget.com/definition/AWS-CloudFormation-Amazon-Web-Services-CloudFormation
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 OpenStack Heat orchestration engine 
 Saltstack 
 Zymr 
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 Cloud file storage 

Margaret Rouse, guest contributor 

Cloud file storage (CFS) is a storage service that is delivered over the Internet, 

billed on a pay-per-use basis and has an architecture based on common file 

level protocols such as Server Message Block (SMB), Common Internet File 

System (CIFS) and Network File System (NFS).  

CFS and cloud block storage are the two main types of cloud storage services. 

(These are akin to the two types of networked storage, NAS or file storage and 

SAN, or block storage.)  Most cloud storage services, including cloud backup 

services, use a file storage architecture.  

Cloud file storage is most appropriate for unstructured data or semi-structured 

data, such as documents, spreadsheets, presentations and other file-based 

data. For applications that may have very large files, such as databases, a block 

storage architecture is more appropriate to maintain satisfactory performance. 

Only a handful of cloud storage services offer block storage, however, because 

the bandwidth required to traverse the cloud would not likely be adequate to 

maintain acceptable database performance without significant latency.  

http://www.computerweekly.com
https://searchnetworking.techtarget.com/definition/Server-Message-Block-Protocol
https://searchstorage.techtarget.com/definition/Common-Internet-File-System-CIFS
https://searchenterprisedesktop.techtarget.com/definition/Network-File-System
https://searchstorage.techtarget.com/definition/cloud-storage
https://searchstorage.techtarget.com/definition/network-attached-storage
https://searchstorage.techtarget.com/definition/storage-area-network-SAN
https://searchstorage.techtarget.com/definition/cloud-storage-service
https://searchdatabackup.techtarget.com/definition/cloud-backup
https://searchdatabackup.techtarget.com/definition/cloud-backup
https://searchbusinessanalytics.techtarget.com/definition/unstructured-data
https://whatis.techtarget.com/definition/latency
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 Next Article 
 

  

 Cloud object storage 

Margaret Rouse, guest contributor 

Cloud object storage is a format for storing unstructured data in the cloud. 

Object storage is considered a good fit for the cloud because it is elastic, flexible 

and it can more easily scale into multiple petabytes to support unlimited data 

growth. The architecture stores and manages data as objects compared to 

block storage, which handles data as blocks, and logical volumes and file 

storage which store data in hierarchical files. 

The object storage software design includes a globally unique identifier for each 

object along with rich, customizable metadata. The metadata is separated to 

enable other capabilities such as application- and user-specific data for 

indexing, interfaces that can be directly programmed by the application, a global 

namespace and more flexible data management policies. 

An object identifier is an address tied to the object, which enables the object to 

be found over a distributed system. Objects may be spread across multiple data 

http://www.computerweekly.com
https://searchstorage.techtarget.com/definition/cloud-storage
https://searchmicroservices.techtarget.com/definition/object
https://searchsqlserver.techtarget.com/definition/block
https://whatis.techtarget.com/definition/metadata
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centers located in different parts of the world. The object storage-based data 

can be found without the user knowing the specific physical location of the data. 

Object storage, along with the metadata, can be accessed directly via 

application program interfaces (APIs), HTTP and HTTPS. That differs from 

block storage volumes, which only can be accessed when they are attached to 

an operating system. 

Cloud object storage vendors include Amazon Simple Storage Service, Caringo 

Swarm, Cloudian HyperStore, Dell EMC Elastic Cloud Storage, Hewlett Packard 

Enterprise Scalable Object Storage based on the Scality Ring software-defined 

storage platform, Hitachi Vantara's Hitachi Content Platform, IBM Cloud Object 

Storage and the OpenStack Swift open source object storage system. 

Object storage vs. file storage and block storage 

Traditional block and file storage are not always the best options for storing 

large unstructured data sets for applications like medical imaging. Both block 

and file storage are difficult and costly to extend beyond the data center, and 

they hit a point of diminishing returns when scaling to massive amounts of data. 

File storage, often deployed as network-attached storage (NAS) systems, uses 

a file system to place and share data. It is built for working across a local area 

network (LAN), but performance suffers when used over a wide area network 

(WAN). Most file systems are not designed to handle billions of files. Block 

http://www.computerweekly.com
https://searchstorage.techtarget.com/definition/network-attached-storage
https://searchnetworking.techtarget.com/definition/local-area-network-LAN
https://searchenterprisewan.techtarget.com/definition/WAN
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storage, usually deployed as a storage area network (SAN) system, has 

performance problems over long distances, making it a poor fit for the cloud. 

Block storage also has blocks of data with their own address, but there is no 

metadata to provide context for each block. 

Cloud object storage pros and cons 

Object storage's main advantage is that it makes data more resilient to disaster 

or hardware failures because it is highly distributed -- so it is still available even 

if several nodes fail. It's also a lot cheaper compared to traditional storage 

because object storage is stored on commodity hardware or virtual machines 

(VMs) that are infinitely scalable. Objects are stored in a flat address space, 

which eliminates complexity and scalability challenges. Data protection is built 

into the architecture, which can be in the form of either replication technology or 

erasure coding. 

Object storage is best suited for static data and cloud storage. Typical use 

cases for object storage are cloud backup and archiving because the 

technology works best with data that is more often read instead of written to. 

Object storage has matured to the point that it scales at the exabyte level, 

representing trillions of objects. The use of commodity hardware or VMs means 

nodes can be easily added and disk space is utilized more efficiently. 

Object storage systems, through the use of object IDs (OIDs) or identifiers, can 

access any piece of data without needing to know on which physical storage 

http://www.computerweekly.com
https://searchstorage.techtarget.com/definition/storage-area-network-SAN
https://searchstorage.techtarget.com/definition/storage-node
https://searchservervirtualization.techtarget.com/definition/virtual-machine
https://whatis.techtarget.com/definition/object-ID-OID
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device, file system or directory it resides. This abstraction allows object storage 

devices to work with storage hardware configured in a distributed node 

architecture, so processing power can scale in conjunction with data storage 

capacity. I/O requests do not have to go through a central controller, enabling a 

true global storage system for large amounts of data managed by objects, 

physically stored anywhere, and accessed via a WAN or the internet. 

The least desirable use case for object storage is applications and 

environments with high transactional rates. Object storage systems are not 

consistent enough for real-time systems such as transactional databases. 

Object storage does not provide a guarantee that a read request will return the 

most recent version of the data. In addition, the technology is not always suited 

for applications with high performance demands. 

Cloud object storage gateways 

One of the earliest challenges to cloud object storage adoption is legacy 

applications that were written to understand older protocols. A cloud object 

storage gateway is built to provide basic protocol translation and more 

transparent communication. The gateway makes cloud storage appear to be a 

NAS filer, a block storage array, a backup target or an extension of the 

application. Most cloud providers rely on internet protocols such as RESTful 

APIs over HTTP instead of SAN or NAS protocols. 

http://www.computerweekly.com
https://searchstorage.techtarget.com/definition/cloud-storage-gateway
https://searchstorage.techtarget.com/definition/cloud-storage-gateway
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Many cloud object storage gateways provide data deduplication, compression, 

snapshot technology, automated tiered storage and encryption. Cloud object 

storage gateways are hardware- or software-based appliances located on the 

customers' premises as a translation bridge between local applications and 

remote cloud-based storage. 

  

 Cloud on the rise as hybrid cloud storage 
shows real maturity 

Antony Adshead, storage editor 

This year's storage news so far has provided a firm impression of the increasing 

prominence of the cloud, and in particular of attempts to harness the public 

cloud and private datacentre in hybrid operations. 

Now, recent IDC figures provide some evidence for a strong trends towards the 

cloud forming an important part of IT operations, as the table below shows. 

In 2017, IT infrastructure spending for deployment in cloud environments hit 

$46.5 billion, a year-on-year growth rate of 20.9%. 

Public cloud attracted the bulk of that (65.3%) and grew the fastest, with an 

annual rate of 26.2%. Meanwhile, spend on traditional, non-cloud IT was 

expected to have declined by 2.6% in 2017. It still formed the majority (57.2%) 

http://www.computerweekly.com
https://www.computerweekly.com/resources/Cloud-storage
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of user spending but was down from 62.4% in 2016. 

This comes on top of recent news that have been centred on the efforts of 

vendors to provide a unified storage environment across the hybrid cloud, 

between on-premises and public cloud operations. 

These have included: Cloudian's upgrade to its Hyperstore object and NAS 

storage software to allow hybrid operations to multiple cloud providers; 

Qumulo's launch in Europe of its hybrid cloud NAS, effectively a parallel file 

system that mirrors the likes of Dell EMC's Isilon but between cloud and on-site 

locations, and; Microsoft's purchase of Avere, a storage software maker that 

included hybrid cloud storage functionality. 

Such products solve a bunch of problems for hybrid cloud storage. It has long 

been possible to work between private and public cloud environments, but 

getting data into and back from the cloud hasn't always been so easy. And data 

portability between clouds has long been an issue.  

It just wasn't possible to handle data on a common file system or scheme (so 

put because object storage doesn't use a file system, as such) as it is now with 

the type of products emerging. 

These allow seamless operations between on-site and public clouds that mean 

the latter can be easily used for burst workloads or as a tier behind on-site 

performance layers. 

http://www.computerweekly.com
https://www.computerweekly.com/news/252433778/Cloudian-upgrade-brings-hybrid-cloud-file-and-object-storage
https://www.computerweekly.com/news/252433963/Qumulo-file-access-hybrid-cloud-QF2-file-system-launches-in-Europe
https://searchstorage.techtarget.com/news/450432648/Microsoft-scoops-up-NAS-vendor-Avere-for-hybrid-cloud-services
https://searchstorage.techtarget.com/definition/file-system
https://searchcloudcomputing.techtarget.com/definition/cloud-bursting


 

 

Page 28 of 57 

In this e-guide 

 Definitions 

 Cloud on the rise as hybrid 

cloud storage shows real 

maturity 

 Hybrid cloud file and object 

pushes the frontiers of 

storage 

 Hybrid cloud vs private cloud: 

What’s the difference 

 Hybrid cloud 101: Using the 

cloud as a storage tier 

 Who needs hybrid cloud 

object storage? 

Jargon buster guide to hybrid cloud storage 

That seems to me to be a significant landmark and we should expect to see 

further developments along these lines.  

Sure, there will likely be a question mark over the fundamental resilience, 

availability and latency aspects of the use of cloud. After all, connection loss is 

only a misplaced JCB shovel away, but the appearance of near-true unified 

hybrid storage environments is a great step forward. 

  

 Next Article 

 

 

 

 

 

 

 

 

http://www.computerweekly.com
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 Hybrid cloud file and object pushes the 
frontiers of storage 

Chris Evans, guest contributor 

Use of public cloud services have been widely adopted by IT departments 

around the world. But it has become clear hybrid solutions that span on- and off-

premises deployment are often superior, and seem to be on the rise. 

However, to get data in and out of the public cloud can be tricky from a 

performance and consistency point of view. So, could a new wave of distributed 

file systems and object stores hold the answer? 

Hybrid cloud operations require the ability to move data between private and 

public datacentres. Without data mobility, public and private cloud are nothing 

more than two separate environments that can’t exploit the benefits of data and 

application portability. 

http://www.computerweekly.com
https://www.computerweekly.com/resources/Cloud-storage
https://www.computerweekly.com/blog/StorageBuzz/Cloud-on-the-rise-as-hybrid-cloud-storage-shows-real-maturity
https://searchstorage.techtarget.com/definition/file-system
https://searchstorage.techtarget.com/definition/object-storage
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Looking at the storage that underpins public and private cloud, there are 

potentially three options available. 

Block storage, traditionally used for high-performance input/output (I/O), doesn’t 

offer practical mobility features. The technology is great on-premise, or across 

locations operated by the same organisation. 

That’s because block access storage depends on the use of a file system above 

the block level to organise data and provide functionality. For example, 

snapshots and replication depend on the maintenance of strict consistency 

between data instances. 

Meanwhile, object storage provides high scalability and ubiquitous access, but 

can lag in terms of data integrity and performance capabilities required by 

modern applications. 

Last writer wins 

There’s also no concept of object locking – it’s simply a case of last writer wins. 

This is great for relatively static content, but not practical for database 

applications or analytics that need to do partial content reads and updates. 

But, object storage is a method of choice for some hybrid cloud storage 

distributed environments. It can work to provide a single object/file environment 

across locations with S3 almost a de facto standard for access between sites. 

http://www.computerweekly.com
https://whatis.techtarget.com/definition/input-output-I-O
https://www.computerweekly.com/feature/Storage-101-Object-storage-vs-block-vs-file
https://www.computerweekly.com/feature/Amazon-S3-storage-101-Object-storage-in-the-cloud
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File storage sits between the two extremes. It offers high scalability, data 

integrity and security and file systems have locking that protect against 

concurrent updates either locally or globally, depending on how lock 

management is implemented. Often, file system data security permissions 

integrate with existing credentials management systems like Active Directory. 

File systems, like object storage, implement a single global name space that 

abstracts from the underlying hardware and provide consistency in accessing 

content, wherever it is located. Some object storage-based systems also 

provide file access via network file system (NFS) and server message block 

protocol (SMB). 

In some ways what we’re looking at here are a development of the parallel file 

system, or its key functionality, for hybrid cloud operations. 

Distributed and parallel file systems have been on the market for years. Dell 

EMC is a market leader with its Isilon hardware platform. Also, DDN offers a 

hardware solution called Gridscaler and there are also a range of other software 

solutions like Lustre, Ceph and IBM’s Spectrum Scale (GPFS). 

But these are not built for hybrid cloud operations. So, what do new solutions 

offer over the traditional suppliers? 

Distributed file systems 2.0 

http://www.computerweekly.com
https://searchwindowsserver.techtarget.com/definition/Active-Directory
https://searchenterprisedesktop.techtarget.com/definition/Network-File-System
https://searchnetworking.techtarget.com/definition/Server-Message-Block-Protocol
https://searchnetworking.techtarget.com/definition/Server-Message-Block-Protocol
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The new wave of distributed file systems and object stores are built to operate 

in hybrid cloud environments. In other words, they are designed to work across 

private and public environments. 

Key to this is support for public cloud and the capability to deploy a scale-out 

file/object cluster in the public cloud and span on/off-premise operations with a 

hybrid solution. 

Native support for public cloud means much more than simply running a 

software instance in a cloud VM. Solutions need to be deployable with 

automation, understand the performance characteristics of storage in cloud 

instances and be lightweight and efficient to reduce costs as much as possible. 

New distributed file systems in particular are designed to cover applications that 

require very low latency to operate efficiently. These include traditional 

databases, high-performance analytics, financial trading and general high-

performance computing applications, such as life sciences and 

media/entertainment. 

By providing data mobility, these new distributed file systems allow end users 

and IT organisations to take advantage of cheap compute in public cloud, while 

maintaining data consistency across geographic boundaries. 

Supplier roundup 

http://www.computerweekly.com
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WekaIO was founded in 2013 and has spent almost five years developing a 

scale-out parallel file system solution called Matrix. Matrix is a POSIX-compliant 

file system that was specifically designed for NVMe storage. 

As a scale-out storage offering, Matrix runs across a cluster of commodity 

storage servers or can be deployed in the public cloud and run on standard 

compute instances using local SSD block storage. It also claims hybrid 

operations are possible, with the ability to tier to public cloud services. WekaIO 

publishes latency figures as low as 200µs and I/O throughput of 20,000 to 

50,000 IOPS per CPU core. 

Elastifile was founded in 2014 and has a team with a range of successful 

storage product developments behind it, including XtremIO and XIV. The 

Elastifile Cloud File System (ECFS) is a software solution built to scale across 

thousands of compute nodes, offering file, block and object storage. 

ECFS is designed to support heterogeneous environments, including public and 

private cloud environments under a single global name space. Today, this is 

achieved using a feature called CloudConnect, which bridges the gap between 

on-premise and cloud deployments. 

Qumulo was founded in 2012 by a team that previously worked on developing 

the Isilon scale-out NAS platform. The Qumulo File Fabric (QF2) is a scale-out 

software solution that can be deployed on commodity hardware or in the public 

http://www.computerweekly.com
https://whatis.techtarget.com/definition/POSIX-Portable-Operating-System-Interface
https://www.computerweekly.com/news/450422600/WekaIO-brings-brings-NAS-software-defined-storage
https://www.computerweekly.com/blog/StorageBuzz/Elastifile-goes-to-market-with-a-parallel-file-system-for-the-hybrid-cloud
https://www.computerweekly.com/news/252433963/Qumulo-file-access-hybrid-cloud-QF2-file-system-launches-in-Europe
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cloud. 

 

Cross-platform capabilities are provided through the ability to replicate file 

shares between physical locations using a feature called Continuous 

Replication. Although primarily a software solution, QF2 is available as an 

appliance with a throughput of 4GBps per node (minimum four nodes), although 

no latency figures are quoted. 

Object storage maker Cloudian announced an upgrade in January 2018 to its 

Hyperstore product which brings true hybrid cloud operations across Microsoft, 

Amazon and Google cloud environments with data portability between them. 

Cloudian is based on the Apache Cassandra open source distributed database. 

It can come as storage software that customers deploy on commodity hardware, 

in cloud software format or in hardware appliance form. Hyperfile file access – 

which is Posix/Windows compliant – can also be deployed on-premise and in 

the cloud to provide file access. 

Multi-cloud data controller 

Another object storage specialist, Scality, will release a commercially supported 

version of its “multi-cloud data controller” Zenko at the end of March. The 

product promises to allow customers hybrid cloud functionality; to move, 

replicate, tier, migrate and search data across on-premise, private cloud 

http://www.computerweekly.com
https://www.computerweekly.com/feature/Cloud-data-portability-Obstacles-to-it-and-how-to-achieve-it
https://searchstorage.techtarget.com/news/4500253275/Cloudian-HyperStore-debuts-in-new-scale-out-arrays
https://whatis.techtarget.com/definition/POSIX-Portable-Operating-System-Interface
https://www.computerweekly.com/feature/Hybrid-cloud-101-Using-the-cloud-as-a-storage-tier
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locations and public cloud, although it’s not that clear how seamless those 

operations will be. 

Zenko is based on Scality’s 2016 launch of its S3 server, which provided S3 

access to Scality Ring object storage. The key concept behind Zenko is to allow 

customers to mix and match Scality on-site storage with storage from different 

cloud providers, initially Amazon Web Services, Google Cloud Platform and 

Microsoft Azure. 

 

  

 Hybrid cloud vs. private cloud: What's the 
difference? 

Stephen Bigelow, guest contributor 

When it comes to choosing between hybrid cloud vs. private cloud, there are 

important differences and benefits organizations must know. 

Hybrid clouds represent something of a Holy Grail for enterprise IT and 

business leaders. Hybrid clouds seek to merge the control and self-service 

capabilities of private clouds with the scalability and extensive service menu of 

public clouds. The resulting hybrid cloud can enable organizations to deploy and 

http://www.computerweekly.com
https://www.computerweekly.com/news/450298527/Scality-upgrades-for-enterprise-adoption-of-object-storage-and-S3
https://www.computerweekly.com/news/252435270/Rackspace-upgrade-to-save-12m-with-Scality-object-storage
https://searchstorage.techtarget.com/news/450427692/Scality-Connect-ports-S3-apps-to-Azure-Blob-storage
https://searchcloudcomputing.techtarget.com/definition/hybrid-cloud
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migrate applications with conscientious tradeoffs of security, compliance, 

resilience, performance, scale and cost-effectiveness. 

However, hybrid clouds can be troublesome to construct and orchestrate 

effectively. Before you embark on deciding between hybrid cloud vs. private 

cloud, consider some of the issues and questions related to these cloud 

technologies. 

Benefits and limitations of a private cloud 

 

A private cloud is a cloud deployment that's owned and operated by the 

business itself, and all of the resources and services provided by the private 

cloud are dedicated to the exclusive use of the business. 

A private cloud might be deployed in an on-premises data center. This means 

the business is responsible for purchasing, installing, configuring and 

maintaining the entire hardware and software infrastructure it needs to support 

the cloud and its users. 

Master hybrid cloud adoption and implementation 

What are the hybrid cloud advantages and disadvantages? Businesses should 

consider things like flexibility and complexity before embarking on this type of 

project. 

http://www.computerweekly.com
https://searchservervirtualization.techtarget.com/tip/Hybrid-cloud-advantages-and-disadvantages-explained
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What are the major hybrid cloud providers? Learn how Amazon Virtual Private 

Cloud, VMware Cloud on AWS, Cisco and Google Cloud, and Microsoft Azure 

Stack differ. 

How do you overcome hybrid cloud deployment challenges? Some of the 

fundamental issues include workload distribution, public cloud selection, 

security, data protection and management complexity. 

A private cloud might also be hosted by a third-party service provider. In this 

case, the provider is responsible for the infrastructure, and the business simply 

makes exclusive use of the desired resources using a secure private network, 

such as a virtual private network. 

Private clouds can involve significant effort and investment, but they are often 

the preferred approach for organizations that need the benefits of cloud 

computing -- such as flexibility, user self-service and automation -- as well as 

the ability to maintain control over the computing environment. Examples 

include government entities and financial institutions. 

These examples include organizations that want greater flexibility and less 

reliance on traditional IT, yet face high levels of security and regulatory 

compliance that mandate strict limits on where admins can operate and use 

data and workloads. Private clouds can be an excellent choice in these cases, 

and admins can implement them on a limited scale or phase them into the 

business over time. 

http://www.computerweekly.com
https://searchservervirtualization.techtarget.com/tip/Hybrid-cloud-providers-offer-different-architecture-types
https://searchservervirtualization.techtarget.com/tip/Overcome-hybrid-cloud-deployment-challenges
https://searchservervirtualization.techtarget.com/opinion/Hyperbole-shades-the-perceived-advantages-of-private-cloud
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Private clouds offer significant benefits, but they also have limitations. The 

business bears the costs of a private cloud infrastructure -- either directly on 

premises or indirectly through hosted providers -- so the amount of 

infrastructure and resources is inevitably limited. 

For example, a typical private cloud might include 100 servers and several 

terabytes of storage. But suppose the business wants to run big data analytics 

projects. Analytics in a Hadoop cluster can potentially involve hundreds or even 

thousands more servers and far more storage -- hundreds of terabytes, or 

perhaps even petabytes -- for complex data sets. Yet a typical analytical query 

might only require several minutes of compute time. 

Few companies would justify the sheer infrastructure investment they need to 

build out a private cloud for such occasional or sporadic use cases. Thus, 

private clouds are typically limited in scope due to practical economic 

limitations. 

In addition, the effort, expertise and software components organizations need to 

implement cloud services can be limited in private clouds. For example, a 

private cloud requires a complex software stack, such as OpenStack or Apache 

CloudStack. Such stacks build on existing virtualization platforms to provide the 

self-service, automation, ticketing, storage and compute instance management, 

load balancing, scaling, and other features and services organizations need to 

make a cloud work. 

http://www.computerweekly.com
https://searchservervirtualization.techtarget.com/tip/Understand-major-private-cloud-services-advantages
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However, implementing, securing and maintaining such complex stacks and 

services and supporting middleware, such as databases, requires an IT staff 

with proven expertise with the desired stack. This might demand more IT staff, 

not less. 

This prospect of greater infrastructure and staff investment has limited the 

adoption of on-premises private clouds. By comparison, public clouds provide a 

far more scalable infrastructure, a richer menu of cloud services and a pay-as-

you-go cost model that private clouds can't match. 

 

Hybrid cloud vs. private cloud? Get the best of both worlds 

A business that needs security and direct control over a private cloud but that 

also desires the scalability and rich services of a public cloud might opt to 

implement a hybrid cloud. This way, the business can blend a local or hosted 

private cloud deployment with an available public cloud, such as AWS, Google 

Cloud Platform, Microsoft Azure and others. When properly implemented, a 

hybrid cloud establishes a single, uniform environment that handles resources, 

services and workloads seamlessly across the two distinctly different clouds. 

For example, a workload that requires closer security and monitoring might be 

deployed in the private cloud, whereas a temporary test and dev workload or 

http://www.computerweekly.com
https://searchstorage.techtarget.com/feature/Hybrid-cloud-technology-gets-the-most-out-of-primary-storage-workloads
https://searchstorage.techtarget.com/feature/Hybrid-cloud-technology-gets-the-most-out-of-primary-storage-workloads
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everyday web server might be deployed to a public cloud. In addition, admins 

can migrate workloads and data between the two clouds. 

A workload in the private cloud might be migrated to the public cloud where 

greater scalability is available and the costs of running the workload in the 

public cloud can be lower. Admins might also migrate a workload to handle 

periods of excess network traffic or because of other factors relevant to the 

business. Those workloads could also be migrated back to the private cloud as 

factors continue to change over time. In effect, hybrid cloud vs. private cloud 

enables an enterprise to select the best deployment environment for each 

workload in a dynamic manner. 

Still, creating a hybrid cloud is fraught with challenges. For example, public and 

on-premises private clouds must be able to communicate. This typically requires 

a private cloud to use compatible public cloud APIs. This can impose some level 

of vendor lock-in. It's possible to architect a private cloud that can interoperate 

with more than one public cloud, but that can dramatically increase the 

complexity of the private cloud and the resulting hybrid cloud environment. 

As another example, the hybrid cloud must be supported with suitable 

management tools. Ideally, a single tool should be selected and implemented to 

provide common visibility and control over both private and public cloud 

resources. Such a move might mean discarding existing tools, resulting in a 

new learning curve, as well as requiring the development of new policies and 

practices to help avoid errors, maintain security and manage public cloud costs. 

http://www.computerweekly.com
https://turbonomic.com/blog/on-technology/cloud-elasticity-vs-cloud-scalability/
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 Next Article 

 

 

 

 

 

 

  

 Hybrid cloud 101: Using the cloud as a 
storage tier 

Chris Evans, guest contributor 

Public cloud computing enables users and IT departments to deploy 

applications without having to make capital investments in computer hardware. 

And with storage forming an increasing part of on-premise budgets, public cloud 

storage provides a way to convert storage costs to an operational expense, 

rather than a capital expense. 

http://www.computerweekly.com
https://searchstorage.techtarget.com/definition/public-cloud-storage
https://searchcloudcomputing.techtarget.com/essentialguide/Choose-and-manage-a-public-cloud-storage-service-successfully
https://searchcloudcomputing.techtarget.com/essentialguide/Choose-and-manage-a-public-cloud-storage-service-successfully
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This provides the opportunity to create a hybrid cloud storage architecture 

where data is stored in multiple locations, on and off-site, at the most cost-

effective price. 

Public cloud providers offer a range of storage options that can form part of a 

hybrid cloud storage architecture. 

These include unstructured “raw” storage capacity in the form of object stores, 

file and block services. Typically, object storage platforms can be accessed 

locally in the cloud or remotely from the on-premise datacentre. Block and file 

offerings are usually restricted to access in the public cloud using public 

compute instances. 

There is also a range of structured products from cloud suppliers that expose 

database interfaces to the user. These are either proprietary or compatible with 

traditional structured query language (SQL) and non-relational structured query 

language (NoSQL) database platforms. We will not cover the structured 

products in this article, but focus on how the unstructured storage offerings can 

be used. 

So, how should IT departments go about developing a hybrid cloud strategy? 

Hybrid cloud access methods 

http://www.computerweekly.com
https://searchstorage.techtarget.com/definition/hybrid-cloud-storage
https://www.computerweekly.com/feature/Object-storage-Cloud-vs-in-house
https://whatis.techtarget.com/definition/structured-data
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Public cloud storage is usually offered in two ways: either across the internet, or 

private wide area network (WAN), to the cloud provider; or through public cloud 

computing services. 

Accessing data remotely between on-premise applications and public cloud 

storage incurs increased latency, which makes direct connectivity to file and 

block storage impractical due to the effect on application performance. We will 

look at how this can be solved later. 

By comparison, object storage is less affected by latency and more dependent 

on bandwidth, making access across a WAN practical. 

Public cloud object stores have become the perfect storage target for backups 

and archive, with many suppliers building in “cloud connectors” to existing 

offerings. Object stores offer practically unlimited capacity scalability, with high 

durability and reasonable access times. 

The management of data remains with the backup and archive system, which is 

responsible for expiring data when a backup is no longer needed, for example. 

Data tiering can be implemented by the backup offering, or on the cloud 

platform. Amazon Web Services S3 object platform, for example, allows the 

automated tiering of ageing data from the standard to infrequent access service 

levels and eventually to long-term retention on Glacier. Each step reduces the 

cost of storing the data at the expense of longer access times. 

http://www.computerweekly.com
https://whatis.techtarget.com/definition/cloud-service-latency
https://www.computerweekly.com/feature/Amazon-S3-storage-101-Object-storage-in-the-cloud
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Object stores don’t have to be used just for backup and archive. They can be 

used for primary data too, including any unstructured data such as files, images 

and media. This means applications such as customer-facing websites could be 

hosted on-premise, with media served up directly from the cloud. This saves the 

IT organisation on storage hardware, but may incur costs for access (unless 

data is accessed through a front-end cloud delivery network). 

One point to be aware of with object stores is the way in which stored data is 

charged. Cloud suppliers typically charge for storage on a terabytes per month 

basis, as well as an additional charge for network access. Putting data into the 

object store is generally free of a networking charge, but accessing it from 

outside the cloud provider will attract a charge. 

In addition, suppliers will charge for every TB of logical data stored, even if that 

data is highly compressed or deduplicated. One option is to use a software 

product like StorReduce, which deduplicates data before storing it in an object 

store, significantly reducing the amount of data stored, especially with highly 

redundant data like backups. 

Cloud gateways and appliances 

Making use of cloud storage means getting application data onto the platform in 

one form or another. There are a number of products offered that include cloud 

storage gateways and appliances that can natively consume cloud storage. 

http://www.computerweekly.com
https://searchstorage.techtarget.com/definition/data-deduplication
https://searchcio.techtarget.com/news/252444507/The-case-for-cloud-storage-as-a-service-at-Partners
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Nasuni offers a hardware and virtual network attached storage (NAS) appliance 

that uses public cloud storage. The appliance caches active data locally and 

offloads inactive data to the public cloud. 

Panzura also offers a global “cloud NAS” platform that uses public cloud 

storage. Active data is cached locally on each appliance, with global file locking 

to ensure data integrity over distance. 

Microsoft acquired StorSimple in 2012, and uses that technology as a gateway 

to migrate data onto the Azure public cloud. Data is exposed locally as iSCSI 

volumes and stored on Azure Blob storage. 

AWS offers its own storage gateway. The gateway software allows data to be 

stored on S3 from either file, block or tape interfaces. 

Dell EMC acquired TwinStrata in 2014 and has used the technology to develop 

CloudArray, an appliance-based product that allows block and file data to be 

stored on the public cloud. CloudArray integrates into VMAX, VPLEX and 

VxRAIL products from Dell EMC. 

Running applications in the cloud 

All the discussion so far has focused on using public cloud as back-end storage 

for on-premise applications. But what if you want to run compute in the public 

cloud and access on-premise storage? 

http://www.computerweekly.com
https://searchstorage.techtarget.com/news/450304031/Nasuni-cloud-storage-moves-all-flash-disk-appliances-to-Dell
https://searchstorage.techtarget.com/definition/iSCSI
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Moving data to or from the public cloud is not a trivial task, and can lead to 

application downtime to ensure data integrity is maintained. There are products 

on the market that can overcome these problems, and extend on-premise data 

and applications into the public cloud. 

Avere Systems has a range of NAS caching services that include vFXT, a 

virtual filer that runs on AWS, Google Compute Platform or Microsoft Azure. 

Indeed, vFXT can be used to cache on-premise data into the cloud, allowing 

cloud-based application instances to access on-premise data. 

Velostrata offers a product that extends data access for on-premise data to a 

caching appliance that runs in the public cloud. Virtual machines running on-site 

can be migrated to run in the public cloud, for disaster recovery or capacity 

planning purposes. 

VMware recently introduced Cross Cloud Architecture, a new platform that 

allows applications running on-premise to be migrated to the public cloud. This 

is achieved by extending the network virtualisation layer between multiple 

locations. Although this isn’t directly a hybrid cloud storage product, it does 

provide the ability to move applications and data between physical locations. 

Cloud storage appliances 

One final area we should mention is the use of virtual storage appliances that 

run in the public cloud. 

http://www.computerweekly.com
https://www.computerweekly.com/news/4500255062/Avere-launches-CloudFusion-NAS-appliance-in-Amazon-Web-Services-cloud
https://www.computerweekly.com/news/4500255062/Avere-launches-CloudFusion-NAS-appliance-in-Amazon-Web-Services-cloud
https://www.computerweekly.com/blog/StorageBuzz/VMwares-Cross-Cloud-moves-aim-to-replicate-datacentre-dominance-in-the-cloud
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Here, array suppliers have taken their existing hardware or software offerings 

and packaged them for deployment with public providers like AWS. The benefit 

of these services is that they provide a standard interface to move data between 

on-premise and public clouds through the use of existing replication 

technologies. 

These products could, for example, be used to seed test on development 

environments running in the public cloud, based on copies of data kept on-site. 

NetApp, for example, currently offers Data ONTAP for AWS and Azure. The 

company is also developing the Data Fabric, a strategy and suite of tools to 

allow data to be accessed from multiple locations and platforms. 

 

Tactical storage 

There is now a wide range of options for accessing public cloud storage. At 

present, most of these are supplier-specific, based around storing data in 

proprietary formats. 

We’ve yet to see a universal data standard that could allow data to coexist 

between on-premise and public products. 

http://www.computerweekly.com
https://searchaws.techtarget.com/definition/Amazon-Web-Services
https://searchstorage.techtarget.com/definition/NetApp-Data-Fabric
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As a result, hybrid cloud storage may remain a more tactical than strategic 

decision for most IT organisations. No doubt products will evolve to bring a 

more consistent view of storage, regardless of the physical location. 

  

 Next Article 

 
 

 

 

 

 

 

 

  

 Who needs hybrid cloud object storage? 

Stephen Pritchard, guest contributor 

http://www.computerweekly.com
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Each time a consumer saves a document to Dropbox they are using cloud 

object storage. Dropbox was first built on top of Amazon Web Service’s (AWS) 

S3 storage architecture. 

Meanwhile, Facebook users upload some 300 million pictures each day to the 

company’s bespoke object storage systems that can handle volumes beyond 

the reach of conventional, hierarchical storage architectures. 

But if Facebook led the way in the mid-2000s with its Haystack architecture, a 

much wider range of businesses is now looking at object storage to handle 

ever-growing volumes of unstructured data. 

Object storage – where data and metadata are stored together along with a 

unique identifier – brings the potential to store much greater volumes of 

information, as well as large files, efficiently. 

And, because object storage is not reliant on a hierarchical file system and file 

paths, it is better able to distribute data across a range of storage devices and 

even physical locations. 

“Object storage means you don’t have to worry about where data is stored, and 

you can distribute it widely,” says Gigaom principal analyst Jon Collins. 

Hybrid cloud is go-anywhere storage 

http://www.computerweekly.com
https://www.computerweekly.com/feature/Object-storage-Cloud-vs-in-house
https://www.computerweekly.com/feature/Object-storage-Cloud-vs-in-house
https://www.computerweekly.com/feature/Storage-101-Object-storage-vs-block-vs-file
https://searchstorage.techtarget.com/definition/file-system
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Businesses can, and do, use object storage in their datacentres and as local 

storage, to handle larger volumes of larger files. 

Organisations in the media, research and development, scientific research, 

medicine and government use object storage, especially for media and imaging 

data. Here, the benefits are mostly around availability and resilience, and of 

course scalability. 

Openstack Swift, for example, is used to store genetic research data, as well as 

data files for mass-market online games. 

And object storage is also being pushed forward by its use in the cloud. 

Amazon’s cloud storage architectures, including S3 and Glacier, are object-

based storage systems. 

 

AWS’s S3 architecture is so widely used that it has become a de facto standard 

for large-scale, cloud-based data stores. Cloud-based application suppliers 

increasingly write their software so it works with S3, and S3 is being used to 

build services such as cloud-based backup and recovery. Nor is S3, and object 

storage, limited to public clouds – private clouds use it too. 

But to see object storage as either an architecture for the datacentre, or a 

building block for cloud applications, is to miss much of its potential. 

http://www.computerweekly.com
https://www.computerweekly.com/news/4500250703/OpenStack-Swift-101-The-object-store-for-applications-in-OpenStack
https://www.computerweekly.com/feature/Amazon-S3-storage-101-Object-storage-in-the-cloud
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As object storage is hardware-independent, and therefore location-independent, 

as well as scalable – it can cover both use cases. Vitally, it allows data to move 

between on-premise and cloud-based storage, and makes it easier to share 

computing workloads between the two, so is potentially ideal for hybrid cloud. 

Hybrid cloud dreams 

One of the challenges for developers of early cloud computing was data 

storage. 

The conventional, hierarchical systems used for local storage become 

increasingly inefficient at scale. File system paths also force developers to work 

with fixed links between applications and storage. 

One of the benefits of the cloud is being able to aggregate resources, and scale 

capacity up or down on demand. This works well enough with compute 

resources, but until developers adopted object-based storage, it was a 

challenge for data. 

With object storage, it’s possible to design architectures that are hardware- and 

location-agnostic. In turn, this allows businesses to run the same workloads 

locally, in private and in public clouds. 

With hybrid cloud object storage, there is a greater chance of fine-tuning the 

architecture to meet performance and budget requirements, as well as other 

constraints such as data location and security. 

http://www.computerweekly.com
https://www.computerweekly.com/feature/Hybrid-cloud-101-Using-the-cloud-as-a-storage-tier
https://www.computerweekly.com/feature/NAS-vs-object-Which-one-for-large-volumes-of-unstructured-data
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Businesses can, for example, use local resources for processing-intensive 

tasks, but tap into the cloud for lower-cost longer-term storage or for additional 

compute capacity. 

Movie studios, for example, use cloud computing for rendering, especially 

overnight when cloud charges for compute instances are generally lowest. 

But for that to work in practice, the cloud-based compute instance needs to be 

able to read and write to local, or private cloud, storage. Object storage can do 

this, because it uses a single namespace for data. 

Furthermore, hybrid object storage isn’t restricted to scenarios where 

organisations want data to span on-premise, private and public clouds. Multi-

cloud systems are increasingly common. 

Object storage supplier Scality calculates that most enterprises already use four 

or more clouds. Object storage allows application designers to put data and 

workloads on whichever cloud system offers the best features, performance and 

cost – and to move them again, if the need arises. 

To do this, the object storage system needs to keep the data in the application’s 

native format, but that is possible with today’s technology. Bloomberg Media, for 

example, uses hybrid and multi-cloud resources to store its vast quantities of 

video and other files. 

http://www.computerweekly.com
https://searchstorage.techtarget.com/definition/Single-namespace
https://www.computerweekly.com/feature/Hybrid-cloud-file-and-object-pushes-the-frontiers-of-storage
https://searchstorage.techtarget.com/blog/Storage-Soup/Scality-Rings-Up-60-million-funding-round
http://searchstorage.techtarget.com/opinion/Swift-or-Ceph-Which-object-storage-system-is-better
https://www.computerweekly.com/news/450430280/Cost-optimisation-valued-as-the-biggest-reason-to-use-multi-cloud
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As Enterprise Strategy Group senior analyst Scott Sinclair puts it: “With hybrid 

cloud object storage you can extend on-premise object storage into the public 

cloud, as essentially a single massive storage pool.” 

Ready to deploy? 

Organisations looking at hybrid cloud object storage are likely to be those that 

already store vast amounts of information, or that expect their data storage 

needs to grow rapidly. 

The industries at the forefront of the technology’s adoption have largely been 

those in social media, gaming, video and film production, and scientific research 

because they handle large volumes of large files. Usually, they already have 

substantial experience of object-based storage, in-house, in the cloud, or both. 

But for any organisation looking to move to hybrid cloud object storage, the 

starting point should be the data. Suppliers increasingly offer powerful services 

and tools that can move data across all physical storage categories, and 

orchestrate them in a way to maximise efficiency and performance. Only the 

business, though, can decide if a data store suits their own resilience, security 

and privacy criteria. 

 

Hybrid cloud object storage suppliers 

http://www.computerweekly.com
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Caringo 

Texas-based Caringo offers Swarm ‘scale-out hybrid storage’. Swarm operates 

as software, hybrid cloud (on Microsoft’s Azure platform) and as integrated 

hardware as Swarm servers. 

DataDirect Networks (DDN) 

DataDirect Networks provides WOS, an object storage architecture that 

supports S3, Swift and REST application programming interfaces. The company 

provides hardware and software-only systems for use with industry-standard 

equipment. The company is 15 years old and has a strong presence in financial 

services and manufacturing, as well as cloud services. 

Dell EMC 

Dell EMC is the enterprise and storage arm of Dell Technologies. Dell’s 

takeover of EMC in 2015 was the industry’s largest at the time. Dell EMC offers 

software-defined object storage under its Elastic Cloud Storage brand, but also 

offers appliance and software-only object storage systems. It claims a 

significantly lower total cost of ownership (TCO) than standard public cloud. 

 

Hitachi GST 

http://www.computerweekly.com
https://searchmicroservices.techtarget.com/definition/REST-representational-state-transfer
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HGST, now part of Western Digital, brands its object storage system as 

ActiveScale. This is provided as a turnkey solution, and is focused on large 

capacity and low TCO operations. HGST systems come with an S3 connector, 

so they can be combined with cloud-based storage for a hybrid system. 

HPE 

HPE has a number of object storage systems under its Scaleable Object 

Storage label. This includes a partnership with Scality to offer its RING hybrid 

cloud storage architecture, as a software-based system. HPE supports 

connectors to AWS and Microsoft Azure. 

IBM 

IBM offers a cloud object storage architecture via RESTful APIs. This allows 

applications to connect directly to object storage systems, and IBM cloud 

services, as well as operating across disparate datacentres. There are also S3 

connections, as well as specialist services for collaboration, file sharing and 

archiving. 

 

NetApp 

 

NetApp’s StorageGRID is its ‘web-scale’ object storage offering, available as an 

appliance-based system or as software. It can also deploy on VMware, 

OpenStack and Docker. 

http://www.computerweekly.com
https://www.computerweekly.com/news/252437756/Western-Digital-adds-StorReduce-deduplication-to-object-storage
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Scality 

Scality RING is a software-defined object storage system that works on 

industry-standard hardware, and includes S3-compatible APIs. The technology 

supports S3 for cloud, NFS for local volumes, and a connector for Azure Blob 

Storage. Scality has also developed Zenko, an open source multi-cloud 

controller, for businesses that want to span storage across cloud providers. 

  

 

 

 

 

 

 

 

 

  

http://www.computerweekly.com
https://www.computerweekly.com/news/450430990/Transport-researchers-get-2PB-of-Scality-object-storage
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