Best Practices for Your Cloud Migration
Over the last several years, AWS Professional Services has led and advised enterprises on
hundreds of migration projects. This year, we have built a focused team of experts, called the AWS
Professional Services Mass Migration team, specifically focused on assisting customers with large
(hundreds of applications) migration initiatives.
Customers often wonder what some of the best practices are for migrating applications to AWS
quickly and confidently. Although the organizational structure and business objectives of every
enterprise varies, there are certain patterns and practices the Mass Migration team has learned
that tend to ring true for every kind of company. Here’s a non-exhaustive list of some of these:

Pre-Migration Stage
1. Have a clear vision of where IT and business should overlap in the future. Consider how this
vision will influence your organization’s strategy; communicate it broadly. Being able to clearly
share why the strategy is important to the organization is paramount.
2. Outline and share a clear cloud governance model. Identifying the broader team’s roles and
responsibilities, as well as meeting your organization’s information security tenets of least-access
privileges and separation of duties, goes a long way towards ensuring business objectives are met.
It also allows you to incorporate the right controls to improve your security posture. You’ll need to
answer numerous questions before opening up the floodgates for internal users to consume cloud
services. How many AWS accounts should you have? Who will have access to what? How will you
grant that access? Reach out to AWS to learn about best practices and pros and cons of each
approach when it comes to governing in the cloud.
3. Train staff early in the process. The more knowledgeable your teams are around AWS, the
smoother the transition; the more internal evangelists you have on your side, the easier it will be
to dissipate FUD and break down barriers. This process needs to happen early in the Journey,
before you make organizational-wide decisions on the future state of your IT landscape in AWS.
For more on training,
4. Spend time and effort outlining how operations will take shape in AWS. Look at processes that
may need to be modified or revamped, operational tools that will assist you in the cloud, and any
level of operational training that will empower your team. Thinking about operations upfront lets
you focus on the big picture and make sure your environments are aligning with the overall
business strategy.
5. Know which IT assets you currently own and which you’re including in each migration. This is
so you can fully quantify and measure the success of your cloud adoption. Invest time in finding
the right discovery tools (such as Risc Networks’ CloudScape, ScienceLogic’s CloudMapper, AWS
Application Discovery Service) and updating your inventory of applications. This will streamline the
migration planning efforts and minimize risks of missing a dependency during the migration.
6. Select the right partner(s) to help you along the Journey. You should look for those that have
not only the technical expertise and experience migrating to AWS, but also the right agile
methodology and project management framework. You may already have partners in house with
a cloud competency team. Allow yourself time to vet them and ask for references prior to selecting
a cloud partner. Also think about the operational model you plan on adopting and whether the
partner can help facilitate that model (building CI/CD pipelines, managed services). Check out The
Future of Managed Services in the Cloud for more details.

Migration Stage
7. Start small and simple. In other words, put some quick wins on the board. The more your staff
becomes comfortable with AWS services, and the faster your stakeholders see the benefits, the
easier it will be to “sell” the vision internally. To do so, you need consistency and transparency,
and we see many organizations using a series of quick wins to get there.
8. Automate. The cloud’s agility is realized through automation. Spend time revisiting processes
and establishing new ones that can take advantage of it as you migrate. If not all of your aspects
can be automated, carefully determine which ones can, and empower your team to do so.
9. Approach the cloud as transformational. To do so, adjust your internal processes so that they’re
able to embrace this technological change. Use that transformational nature to your advantage to
align stakeholders with this new paradigm. And always be skeptical of those who say, “But we’ve
always done it this way . . .”
10. Leverage fully managed services wherever possible. That includes ones like Amazon
RDS, AWS Directory Service, and Amazon DynamoDB. Let AWS handle the day-to-day
maintenance activities and free up your team to focus on what matters most: your customers.

Post-migration Stage
11. Monitor everything. Having a comprehensive monitoring strategy in place will ensure you
include every detail when it comes to robust architectures for you applications. Having data-driven
insights into how your environment is performing will empower you to make smart business
decisions when considering tradeoffs between performance and costs.
12. Use cloud-native monitoring tools. Numerous tools are available (e.g., New
Relic, APPDYNAMICS, AWS CloudWatch Logs) that provide application-level insights and
monitoring on AWS. Use the tools that best fit the business. Your operations people will thank you
in the long run, and your business owners will have clearer data points to base their decisions on.
13. Leverage AWS enterprise support. The AWS Technical Account Managers (TAMs) and billing
concierges, which are part of the enterprise-support package, are invaluable resources. They get
to be part of your broader virtual cloud team and can provide a central point of contact and
escalation path with AWS, as well as an invaluable source of technical information and guidance.

For Mass Migrations (For Those Migrating Hundred of Applications at Once)
14. Build a robust migration factory made up of teams, tools, and processes all centered around
the migration activities. Document and share details with your organization prior to your first wave
of migrations. You want to operate in an agile fashion to increase the velocity of the applications
being moved to AWS. You also want to have proper safeguards in place to keep the migration
momentum going, even where there are risks of slippage, such as when your staff takes time off
or when tools don’t work as designed for specific workloads.
15. Provide leadership and set benchmarks for the migration factory. Consider establishing a
program team (PMO) that manages the overall migration activities and ensures that proper
communication and change procedures are adhered to. Also establish a Cloud Center of
Excellence (CoE) to serve as the fulcrum of your migration efforts. The CoE may act in an advisory
capacity for technical guidance, or, it can be more prescriptive, with members themselves
participating in the migration efforts. The benefits of a CoE are discussed in greater detail in ”How
to Create a Cloud Center of Excellence in Your Enterprise.” Ultimately, both the PMO and the CoE
must be in place alongside the migration factory to ensure a successful migration project.

16. Have an onboarding process for new team members while the project is in full swing. Think of
this as another form of training. You’ll also want a dedicated team for evaluating and approving
tools that will be used in the migration factory. To optimize the results of your migration, also
consider assigning a smaller team, beyond the Cloud CoE, to look for efficiencies and patterns
unique to your environment. Depending on the scope and cadence of your sprints, the migration
could take months, perhaps even years, to complete. You need to treat the migration factory as a
living organism that is constantly evolving and improving.
17. Distribute talent judiciously across your sprint teams. This is to ensure you have enough
breadth and depth around AWS services and the applications on-premises to handle minor hiccups
during a sprint. Not having the right resources in a sprint can lead to uninformed decisions and
cause chaos for all subsequent migration sprints.
18. Consider many different criteria when deciding on the migration strategy for a particular
application. Think about the business objectives, the roadmap, risk posture, costs, etc. At a high
level, you will either make a decision to move the application as-is or modify it in some fashion.
For either option you choose, try to incorporate best practices for resiliency and cost savings
wherever possible, and abstract the underlying infrastructure when you can. Some common
options are auto-scaling, load-balancing, multi-AZ scenarios, and right-sizing EC2 instances.
Empower your teams to leverage AWS best practices wherever it makes sense, and start
optimizing as soon as possible.
19. Find patterns and create blueprints for them. As the team goes through the planning activities,
certain migration patterns will emerge based on the strategy chosen. Creating re-usable blueprints
for those patterns will increase the velocity of the workloads being migrated. And don’t forget to
share them with the migration teams. This will allow the folks moving bits and bytes to really focus
on speed and efficiency without having to make decisions around how to migrate applications that
share similar characteristics.
20. Test your applications. A critical piece of the migration factory is the integration and validation
of the workloads being deployed in the cloud. Each application component should go through a
series of predetermined and well-documented tests. Obtaining sign-off from the business owners
will be a lot smoother if you ask the application owners to provide you with the test plans early on
in the project. Ideally, there will be one template that all application owners populate with their
specific testing requirements. This will help in streamlining the validation activities and reassuring
your business owners that their applications are performing similarly or better in AWS than on
premises.
21. Ensure that a culture of over-communication is instilled in all teams involved. All migration
decisions need to be clearly documented and signed off on. Alert the teams across the
organization, even those not directly involved in the migration, to the fact that there will be outages
and potentially new IP address/URLs to direct traffic towards. And don’t forget to notify any third
parties that may have access to your systems.

4 Foundational Investments for Your
Cloud Journey
It usually takes just a few projects for most organizations to start to realize how much faster they
can deliver on the cloud. This post covers 4 areas I typically see organizations invest in so that
they can scale this benefit across their organization; I call this the “Foundation” stage.

1. Create a Cloud Center of Excellence (CCoE) Team
I believe the creation of a CCoE is one of the most critical foundational investment an
organization can make, particularly if you’re looking to evolve your culture. Many organizations I
speak to are using their CCoE as a fulcrum to create change across their organization, a trend I
captured in Your Enterprise’s Flywheel to the Cloud.
As I described in staffing a CCoE, I like to see organizations build a cross-functional team of
people with a diverse set of perspectives. Traditional roles around system administration,
database administration, network engineering, and operations often blend together as they are
increasingly automated as code. I strongly believe you already have the people you need to
succeed, and that anyone in these roles today who is eager to learn something new could be an
ideal fit for your CCoE. You probably already know who those people are (and aren’t).
As you build your CCoE, consider how you want the various business units to engage with it, and
how your organization will govern (centralize/decentralize) technology choices.
For example, when we built the CCoE team at Dow Jones, we named it DevOps, deliberately
conflating it with a term that describes a run-what-you-build philosophy. Our goal was to have the
DevOps team prescribe an operating model that embodied the best practices, governance, and
guardrails that we preferred in our enterprise, while still giving each business unit the autonomy
to make the decisions it needed to accomplish its goals in a timeframe it controlled. As the
DevOps team matured, so did our reference architectures (see below), and we found that more
business units wanted to use what the DevOps team offered because it made them faster and
more effective, not because we forced them to.

2. Build Reference Architectures to Reuse Across Your Business
Encourage your teams to look for common patterns in the applications they own. If you find a
reference architecture that meets the needs of several applications, create scripts that automate
the construction of that reference architecture while baking in your security and operational
controls. This could be as simple as creating a “golden image” for the various operating systems
your teams use, or as complex as a blueprint that describes the architecture and operating model
of all the websites you host.
Each reference architecture should consider how it will communicate back to your on-premises
assets. Along that journey, companies need a way to keep their systems running and get the
most out of their existing investments.” Some organizations create a handful of security
groups that are allowed to communicate through their on-premises firewalls in a way that’s
consistent with their existing controls, and then they reuse these security groups across different
reference architectures.

Giving your CCoE visibility across your entire IT portfolio will make it easier for it to find and scale
reference architectures. The AWS Service Catalog can help you store, permission, and distribute
reference architectures across your organization as you scale.

3. Create a Culture of Experimentation and Evolve Your Operating Model
The cloud is the single biggest enabler of experimentation I’ve seen in my career, and many
organizations use their cloud Journey as a forcing function to revisit their traditional IT operating
models.
I’m increasingly seeing organizations revisit how much autonomy they give each business unit to
make technology choices. At the same time, they’re thinking carefully about how roles and
privileges are managed, who’s accountable for costs, what tools can/should be used for
monitoring and logging, and who can influence changes in the environment.
At Amazon, for example, every service is owned by a “two-pizza team” that is wholly accountable
for the service it provides to its customer. This includes what technologies are used, the service’s
roadmap, and the service’s operations.
While this run-what-you-build mentality may make some people uncomfortable, I find that more
organizations are moving toward it than away from it. Many organizations are pushing their
CCoEs to define what an appropriate operating model looks like and bake it into the reference
architectures and continuous integration tools they deliver to each business unit. When done with
the proper guardrails, this can allow each business unit to release changes much more often.
When I was at Dow Jones, for example, our CCoE built a simple but effective continuous
integration pipeline that allowed us to abolish our bi-weekly release windows in favor of pushing
small changes whenever they were ready. And, when I left Dow Jones in September of 2014, our
CCoE gave me a document describing the 600 releases they made to MarketWatch.com that
month alone. It was the most rewarding parting gift I’ve ever received.

4. Educate Your Staff and Give Your Team a Chance to Learn
Education is the most effective mechanism I’ve found to get your team to come along with you.
I’ve said all I have to say on this topic in the following posts, and I can’t stress enough how
important this is for organizations to remain competitive in today’s talent marketplace.
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